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Ob6ecneyeHne NHPopMaLMOHHOM 6e30MacHOCTH
OaHHbIX KJTMEHTOB C MOMOLLbIO pelueHnA vGate npum

npegocTtaBneHnn ycnyr obnayHbix LIOJos

NHbopMauuna, NnpeacTaBneHHana B aHHOM cTaTbe, 6yAeT nonesHa Kak ansa cepBuc-
npoBaiepoB, TaKk 1 ONA KNneHToB obnauHbix LIOOoB




ObecneyeHune nHPopMaLMOHHOM H€30MaCHOCTU AAHHbIX KITUEHTOB

C nomolLLbto pelleHuns vGate npu npegoctaBneHnn yenyr obnayxbix LOdoB

ObecneveHune nHPopMaLMOHHOM BE30NACHOCTM AaHHbIX KIMEHTOB C MOMOLLbHO
peweHuna vGate npu npegoctasnaeHnun ycnyr obnayvnsix LLOdos

Buptyanusauma Ha nnatdopme VMware nossonset
Bragenbuam obnavHbix LIOLoB npegnoxutb CBOWMM
KnueHTaM adhpeKkTMBHbIE pelleHns ans busHeca. Heo-
rpaHM4yeHHas MacliTabupyemocTb pecypcoB B coveTa-
HUW C 3PEKTMBHOM MOAENbIO ONnathl, NpeanaraeMmon
B Mogenu obnayvHbix CEpPBUCOB, AernaeT yCcnyru BUpTY-
anuanpoBaHHbIX 06nadHbix LJOJoB, MOCTPOEHHbLIX C
ncnonb3oBaHnem TexHonorun VMware, npusnekarenb-
HbIMW A7 MHOTUX KOPNOPAaTUBHBIX MOfb30BaTeENeN.

Tem He MeHee, HelOBEPUE KOMMaHWI K ypOBHIO obecne-
YeHus 6e3onacHOCTN MHpopmaumm B obriavHbix MHGpa-
CTPYKTYpax BCe €lle CKa3blBaeTCs Ha TOM, YTO TOMbKO
OrpaHMYEHHOE  KOMWYECTBO KOMMAHWMA  NPUHUMAET
peLleHne O nepexoe Ha MUCMonb30BaHNe 3TON MOAENN.
O6nayHasa Moaernb B MOHUMAaHMKU KOPNOpaTUBHbIX 3aKas-
YMKOB COOTHOCUTCSI CO MHOTMMUW pUCKaMKn MHpopMaLn-
OHHOW 6e30MacHOCTW.

Cpean Havbonee akTyamnbHbIX Ans  KOMNAHWMN
MB-puckoB, NpenaTcTBYOLWMX Nepexogy Ha obnayHyro
MoZienb, MOXHO NepeYncnmTb crneayroLme:

* puWCKM B 06NacTy LENOCTHOCTM AaHHbIX, COXPaHHOCTM
[aHHbIX, BOCCTAHOBIEHUS AaHHbIX;

* PUCKM HECAHKUMOHMPOBAHHOIO A0CTyna K AaHHbIM;

* PUCKM HEeBbINMOJTHEHUA Tpe6OBaHVII7I CTaHgapToB bes-
OMacHOCTU 1 perynupyroLliero 3akoHoaaTesnbCTBa;

* PUWCKM HeHaanexallero ayauTta WU OLUEHKW COOTBET-
CTBUS CTaHgapTam 1 nydwmnm npaktukam (PCI DSS,
CIS Networking u gp.);

®* PUCK BO3HUKHOBEHUA HECOOTBETCTBUA KOprnopaTus-
HbIM MonuTukam 6e30nacHoCTK.

Bbibupas npoBarigepa, kKoMnaHUM OOSMKHbI NMPUHUMATb
peLleHne O COTPYAHMYECTBE C MOCTABLLMKOM OBrayvHbIX
CEPBMCOB He TOJSIbKO Ha OCHOBe 06LLepacnpoCTpaHeH-
HbIX KPUTEPUEB, KacaroLMXCs OOCTYMHOCTU CEPBUCOB,
MaclTabnpyemMocT CUCTEMbI, MPOU3BOAUTENBHOCTYU
CUCTEMbI, HO M Ha OCHOBE OLIEHKM BO3MOXHOCTEW cep-
BMC-MpoBaepa  OCYLWeCTBNATb  npedoTBpalleHne
pucKkoB MHpbopMmaLMOoHHON Be3onacHocTu. MNpu Beibope
cepBuc-NpoBaigepa KOMMNaHUsIM HeobXoauMO y4ecTb
crnepytoLme acnekTbl MHpopMaLMOHHON 6e3onacHoCTU:

B obnactu ocyLiecTBneHnda KOHTpOoAA AocTyna:

Kpyr ntogew, nmeroLwmx noTHOMOoUNsS AOCTyNa K AaHHbIM
knueHToB obnavHoro LJOMa, [omkeH ObITb OrpaHnyeH, u
BCEe BXOASLUME B HETO CreumanvcTbl AOMKHbI ObITb Opu-
ONYeCKn orpaHunyeHbl gencremem [JOroBopoB O Hepas-
rnaweHun (Non-Disclosure Agreements).

B obnacTtun BeinonHeHns TpeboBaHMi
3aKoHoAaTeNbCTBa:

Mpn ucnonb3oBaHUM 0ONaA4YHON MOAENU CepBUC-NPO-
Banaep nomkeH 6paTb Ha cebst 06513aHHOCTM MO BbIMNOS-
HeHuto TpeboBaHMI 3aKoHOOATENLCTBA, B HOPUCOUKLUN
KOTOPOro HaxOA4MTCS KOMMaHWsi-knueHT. [onsi oTBeT-
CTBEHHOCTM NpoBaviiepa OorkHa ObITb onpeerneHa u
3aKpensieHa noanvMcaHneM cneumansHoro [joroBopa.

B obnactn ocywiecTBlieHNA KOHTPONA
COOTBETCTBUA:

KnueHTbl npoBaligepa 06nayHbIX CEPBUCOB OOSMKHbI
ObITb YyBEpEeHbl, YTO BCE W3MEHEHWUS BUPTYalbHbIX
MaLLWH KOHTPOMNUPYKOTCH 1 HE MPUBOAST K NOTEPE CUCTE-
MOW B LLeNToM COOTBETCTBUSA TPEOOBaHUSAM CTaHAAPTOB U
3aKoHoAaTenbCTBa.

B cnyyae, korga cepBuc-npoBaigep He MOXeT npeasio-
XUTb CBOWMM KITMEHTaM pelueHust Ans nepedncrieHHbIX
npoGrnem, ero NpegnoxeHne ycryr Ha pbiHKE MOXET
3HAYMTENBHO MPOUTPLIBATL MO CPaBHEHWUID C APYTMMU
NPeanoXeHUs MU OT KOHKYpUpYIOLWMX nposaingepos. U
HanpPoOTWB, BHeAPEHWE CreunanusnpoBaHHbIX CPEACTB
3aLMTbI MHPOPMALIMM, MOXKET CTaTb CUIIbHBIM KOHKY-
PEHTHbIM MPEUMYLLECTBOM, KOTOPOE TaKke MOMOXET
npeofornesatb HeLOBEpWE KIIMEHTOB, CBSI3aHHOE C
MHOPMALMOHHBIMU prCKamm B obrnake.

[ns Toro, 4To6bl 06ECNEYNTb COXPAHHOCTb AaHHBIX KIK-
€HTOB N NPEeAnOXWTb YUYNTHIBAIOLLYIO PUCKN BUPTyamnu-
3auum Ha nnatgopme VMware cuctemy 6esonacHocTu,
BUpTyanuaupoBaHHeiM  LIO[dam, npegoctaBnsowum
obnayHble cepBUCbl, HEOOXOAMMO NCMONb30BaTb CreLn-
anuaupoBaHHble Vb -peluenns, Takme kak vGate paspa-
0otk kKomnaHun «Koa BesonacHocTuy.

vGate - cpefncTBO NpefoTBpaLLeHms
PUCKOB MHGOPMALLMOHHOM
besonacHocTn B obnake

PasrpaHunyeHune goctyna

vGate npenoctaBnsieT BO3MOXHOCTU ayTeHTUdukaumm
NT-agMUHMCTPATOPOB UM pasrpaHMyeHus [ocTyna K
OaHHbIM, XpaHsiLMMcst 1 obpabaTbiBatoLmmMmcs B obnad-
HOW WH(PaCTPyKType, MOCTPOEHHOW Ha nnatgopme
VMware, 4To SIBNSIETCS OAHMM U3 OCHOBHbIX acrnekToB
obecneveHnss UHGOPMaLMOHHON 6Ge3onacHoCTU Mpu
NCNomnb30BaHUN 06raYyHbIX BbIYUCIIEHUNA.
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ObecneyeHune nHPopMaLMOHHOM H€30MaCHOCTU AAHHbIX KITUEHTOB

C nomolLLbto pelleHuns vGate npu npegoctaBneHnn yenyr obnayxbix LOdoB

Mpn BHeOopeHWn Takoro cpencTtsa 3almThl, Kak vGate,
BCe onepauuu no HacTpoKKe 1 OBCnyXUBaHUO NHpa-
CTPYKTYpbl, npoussoaumMble UT-nepcoHanom gataueH-
Tpa, CTPOro KOHTPONUPYHTCA. ATO BO3MOXHO Bnarogaps
cucTeMe pa3rpaHnyeHusi NpaB U KOHTPOMs AOCTyNa, BXO-
adauwen B yHKUMOHanbHble BO3MOXHOCTU vGate. Mpu
3TOM MpaBa Ha NPOU3BeAEHUE HACTPOEK U KOoHUrypa-
LMI0 MHPPaCTPYKTYpbl nony4atoT Tonbko Te UT- cneumn-
anucTbl, 06cnyxXuBalLwmne faTaueHTp, KOTOpbIM Npeao-
CTaBneHbl NpaBa Ha 3TW onepaLuy pyKoBOAUTENSMMU UM
cnewumanucTamu cny>obl MHOpMaLMOHHOM 6e3onacHo-
cTv gataueHTpa. [Npun atom NB-cneumanucTbl nonyyatoT
B cucteme vGate ToNbKO NpaBa Ha BblAayy 1 NOATBEPX-
AeHve npas UT-cneumanncToB, HO He NpaBa Ha AOCTYM K
OaHHbIM BUPTYarbHbIX MaLUVH 1 cepBepoB. Taknum obpa-
30M, NMPOUCXOONT pasfeneHne npae Ha KOHUrypaLuo
N HacTpouKky (Takue npasa nony4atrot UT-cneynanuctol)
W NpaB Ha nNpefocTaBrneHne U NOATBEPXAEHME OaHHbIX
nonHomounh UT-cneumanuctam (Takme npaBa HasHa-
yatoT 1 noareepxgatT Nb-cneumanuctsl).

3alnieHHoe XxpaHeHWe daHHbIX

vGate nosBonser obecneunTb pasrpaHNyeHne AaHHbIX
N pecypcoB pasHbiX KMTMEHTOB AaTaueHTpa C NMOMOLLbIO
BCTPOEHHOIO MexaHuama 6usHec-meTok. Takum obpa-
30M, MOMEYEHHblE pasHbIMU OU3HEC-MeTKaMy XpaHu-
nvwa, BupTyarnbHble MaliMHbl U cepBepa 3allMLLEHbI
OT JocTyna agMUHUCTPaTOPOB C OTNNYHLIMK Ou3Hec-
MeTkamu. ITO Mo3BonseT nsbexarb PUCKOB HECAHKLU-
OHMPOBAHHOrO AOCTyna K AaHHbIM M UCMONb30BaHWS
pecypcoB OOHOW KOMMaHWW, SBNSAKOLWENCS KIMEHTOM
obnayHoro cepBwuc-npoBangepa, agMuHUCTpaTopamm
Opyror KoMnaHun-KNneHTa aToro cepsuc-npoBangepa.

KOHTpOMb BbIMOMHEHMS MOANTUK
be3omnacHocTH

vGate obecneunBaeT opMUpoBaHNE NONUTUK U3 TOTO-
BbIX LIAGMOHOB, MPUMEHEHNE UX U KOHTPOIb BbIMOMHE-
HMA nonuTuMK 6e30MacHOCTU Ha YpOBHE BMPTYallbHbIX
MalVH WM NpefocTaBnsieT OTYETbl O MPOU3OLUEALLIMX
N3MEHEeHMAX HacTpoek NonuTuk 6esonacHocTu. Micnone-
3oBaHue vGate Mo3BonsieT NpousBOAWUTL aBTOMaTu4e-
CKOe BOCCTaHOBIIEHME HECAHKLMOHUPOBAHHO W3Me-
HEHHbIX HACTpoOeK (MyTem BOCCTaHOBMNEHUS 3aLaHHON
KOHdUrypaummn mnmn 6noknpoBaHusi 3arpyskm BUpTyanb-
HOW MaLLWHbI C U3MEHEHHbLIMW HAaCTpOMKaMu).

ObecneyeHue coOOTBETCTBUSA
CTaHAApTaM 1 Ny4lnM NpakTnuKam

B coctaB nporpammHoro npogykta vGate BxogdaT
wabnoHbl HacTpoek 6e3onacHOCTM  BUPTYyanbHbIX
WHPACTPYKTYp B COOTBETCTBUM C MOMOXEHUSMU U Tpe-
6oBaHUSIMM OTpacneBblX CTaHAApTOB 6e30MmacHoCTH,
Takmx kak PCl DSS, CIS Networking, ESX Benchmark
n gpyrux. Ha ocHoBe 3Tux LWIABMOHOB HacTpauBalTCs
nonuTUkM Ge3onacHocTh. ATO MO3BONSET aBTOMAaTU3U-
poBaTb MpUBELEHME UHPACTPYKTYpbl B COOTBETCTBUE
C Ha3BaHHbIMW CTaHOApTaMu U CHU3WUTb Harpy3ky Ha
IT agMuHUCTPaATOpPOB, a Takke nsbexarb OWMOOK npu
py4yHOM HacTpowke. Hanuume wabnoHoB no3sonser
NPOBOAMTbL MPOBEPKY COOTBETCTBUS U Heobxoaumble
HaCTPOMKN CUCTEMbI Kaxdbli pa3, korga 9To0 Heobxo-
OVMO.

BeinonHeHne TpeboBaHMm
POCCMNCKOro 3aKOHOAATesIbCTBa

LlabrnoHbl HacTpoek, BkntoyeHHble B vGate, Takke
MoO3BONST aBTOMATUYECKM MPUBECTM BUPTYanun3npo-
BaHHble MH(PACTPYKTYPbl B COOTBECTBME C TpeboBaHU-
amm ©3-152 «O lMepcoHanbHbIX AaHHbIXY.

vGate ceptudmumposaH PCTIK Poccum n ¢CB Poccun
N MOXET ObITb MPUMEHEH ANS 3aliMTbl MHPOPMaLMKN B
AC no yposHs 1" BkntountensHo u B ICTAH go ypoBHs
K1 BkntounTensHo.

CneumanbHas Bepcusa npogykta vGate R2 moxeT 6bITb
npumeHeHa B AC, KOTOpbIM MPUCBOEH ypoBeHb 15, n
B KOTOpblX obpabaTtbiBaeTca MHdopmauns ¢ rpudom
«rocygapcTBeHHasi TarHay.

AyauT 1 0TYETHOCTD

vGate BKMO4YaeT rpaHynMpoBaHHble CUCTEMbI MNpeno-
CTaBIIeHMs1 OTYETHOCTU Kak BUPTyarnbHOW MHApacTpyk-
Typbl, Tak U coBCTBEHHbIX HacTpoek vGate. Cepsuc-
npoBangep nony4yaetT BO3MOXHOCTb NPenoCTaBnsTb
nonb3oBaTensM cepsuca NoApobHbIE MHAMBUAOYaNU3u-
poBaHHble B 3aBMCMMOCTU OT MOTPEeOHOCTEN KOMMaHUN
oT4yeTbl 0 cobbITUSAX Ge3onacHOCTN KU HacTponkax 6es-
onacHocTn. CepBuc-npoBangep Takke MOXET UCMOSb-
30BaTb BO3MOXHOCTU CUCTEMbI OTYeTHOCTM vGate ans
COOCTBEHHbIX 3afa4y KOHTPOMS BbIMNOMHEHUS MONUTUK
©esonacHocTu B 0bnayHoM fgata-LeHTpe.
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MK «MiHdopm3sawmTa»

‘ 'I Kop 6e3oracHocTm

MoutoBbI agpec: 127018, Poccus, Mocksa, a/st 55.

Appec ocumca B Mockse: yn. Obpasuosa, a. 38.

Appec ocmca B CaHkT-leTepbypre: CeBepanosckasi Hab., 4. 44.

Ten.: +7 (495) 980-2345 (MHOrokaHanbHbIN).

dakc: +7 (495) 980-2345.

E-mail: info@securitycode.ru

3anpoc gononHuTensHom MHpopmaummn o npoaykTtax: info@securitycode.ru
Mo Bonpocam CTOMMOCTHM 1 NOKYMKN NPOAYKTOB sales@securitycode.ru

Mo Bonpocam napTHepcTBa 1 coTpygHudecTtsa info@securitycode.ru

Bbl MOXeTe y3HaTb NoApOoOHY0 MHpOpMaLMIO O MPOAYKTax Ha cante
www.securitycode.ru

0O komnaHuu «Kog BesonacHocTu»

Komnanus «Kop BeszonacHocTuy — poccuiickuii pasapaboTumnk NporpamMmMHbIX ¥ annapaTHbiX CpeacTs, obecnevmnBatoLmx 6e3onacHocTb MHopmMaLm-
OHHbIX CUCTEM, @ TaKKe UX COOTBETCTBUE TPEGOBaHUSM MexayHapoaHbIX U oTpacneBbix cTaHaapToB. MpoaykTel «Koaa BesonacHocT» npuMeHs-
10TCS BO BCEX 06MacTsx MHopMaLmMOoHHOM 6e30MacHOCTM, Takmx Kak 3alumTa KoHduaeHUMansHo nHopmMaLmm, nepcoHanbHbIX AaHHbIX, KOMMep-
YecKol 1 rocyapCTBEHHOI TalHbl, a Takke cpeabl BUpTyanusaumn. «Kon BesonacHocTu» CTpemMnTCst NPEAOCTaBUTL KIMEHTaM Ka4yeCTBEHHbIE pe-
LeHWs Ans NobbIx 3aaay HOPMaLMOHHON 6e30MacHOCTM, Kak TPaAULMOHHBIX, Tak U NOABMSIOLLMXCS B NPOLIECCE PasBUTUS BbICOKUX TEXHOMOMMMA.

«Kog BesonacHocTu» BXxoguT B rpynny koMnaHuii «/Hopm3almtar, kotopas yxe okono 15 net aBnsercs nMaepoM poCCUMICKOro pbiHKa MHAOp-
MaLMOHHON 6e30MacHOCTU.

00O «Koa BesonacHocTu» BeAeT CBOK AEATENbHOCTb Ha ocHoBaHUM nuueHsnin GCTIK Poccnmn n CB Poceun.
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