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© Komnanusa "Kop besonacHoctn", 2019. Bce npasa 3aliuMLlieHbl.
Bce aBTOpCcKkMe NpaBa Ha aKCMJlyaTalMOHHYI0 AOKYMEHTaLMIO 3all ML EHbI.

OTOT AOKYMEHT BXOAMT B KOMMNEKT NOCTaBKW usgennsd. Ha Hero pacnpocTpaHsaoTCca BCe YC10BUSA
NMLUEH3MOHHOro cornaweHund. bes cneymanbHOro NMMCbMEHHOrO paspelleHns KOMMaHum "Koa
BesonacHoctn" aToT AOKYMEHT UM ero 4acrtb B Nn€4aTHOM UJIN SNIEKTPOHHOM BUAE HE MOI'yT 6bITb
noABEPrHyTbl KOMUMPOBAHUIO U Nepenayvye TpeETbM NnMLaM C KOMMepHECKOl‘/lI Lenblo.

MHdbopMaums, coaepKallascst B 3TOM AOKYMEHTE, MOXeT 6biTb M3MeHeHa pa3paboTumkom 6e3 cne-
LManbHOro yBeAOM/IEHNS, YTO HE ABMSETCS HapyLleHMeM 0b6s3aTeNbCTB MO OTHOLLEHWUIO K NMOMb30-
BaTENHO CO CTOPOHbI KoMNaHuu "Kog BesonacHoctn".

MouToBbIN agpec: |115127, Poccua, MockBa, a/a 66
000 "Kop Be3zonacHoctn"

TenedoH: |8 495 982-30-20
E-mail: |info@securitycode.ru

Web: | https://www.securitycode.ru
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BBeaeHue

JaHHoe pyKOBOACTBO NpeAHa3Ha4vyeHo ans agMMHUCTpaTopos nagennsa "Cpeacrso 3a-
wmnTbl MHbopmaumm Secret Net Studio - C" RU.88338853.501400.002 (nanee —
Secret Net Studio). B HeM copepxaTcsa cBeAeHUs, NO3BONSAIOWME aAMUMHUCTPaTopam
6bICTPO YCTaHOBUTbL, 03HAKOMUTBLCSA M NPUCTYNNUTb K paboTe ¢ Secret Net Studio.
YcnoBHble B pykoBoacTBe Ansl BblAeNEHUS HEeKOTOPbIX 3/1EMEHTOB TEeKCTa MCNOoNb3yeTcs psg
0003HaYeHUs YC/10BHbIX 0603HaUYEHNIA.
BHyTpeHHMe cCbiNIkn 06bIYHO coAepXXaT yKa3aHWe Ha HOMEep CTpaHuLbl C HY>XHbIMU
CBeAEHUSMMA.
BakHasa 1 gononHuTenbHas MHdopMauna opopmieHa B Buae npumedanmii. CteneHb
BaXXHOCTW coepXallMXcsl B HUX CBeAeHM I oTobparkatoT MUKTOrpaMMbl Ha Mossix.
e Tak obo3HauvaeTcs AONOAHUTENbHas MHGOPMaLMs, KOTopas MOXeET coaepXaTb
npuMepbl, CCbIJIKN Ha ApyrMe AOKYMEHTbI UK ApyrmMe 4acTu 3TOro pyKoBOACTBaA.

e Takol MUKTOrpaMMOl BblAeNsieTca BaxKHas MHMOPMaLKS, KOTOPYo HeobxoaMMo
NPUHATb BO BHMMaHMe.

e DJTa NMKTOrpaMMa CornpoBOXAAeT MH(OPMaL Mo NpeAoCcTeperatoLLero Xxapakrepa.

o>p

WUcknioyenms. MpumeyaHns MOTYT He COMPOBOXAATLCS MUKTOrpaMmamu. A Ha Norsix, MOMUMO MUKTO-
rpaMm npumeydaHuid, MoryT 6bITb pUBEAEHBI 1 JpYrue rpachuyeckme aNeMeHTbI, Hanpumep, n3obpaxeHus
KHOMOK, IeNCTBUS CKOTOPbIMU YNOMSIHYTbI B TEKCTE PACNONOXEHHOTO psifioM ab3aua.

Opyrue CalT B MHTepHeTe. Bbl MoxeTe noceTuTb caiT komnaHum "Koa BesonacHoctn"
UCTOUYHUKMN (https://www.securitycode.ru/) nnmM cBa3aTbCcs C MpeacTaBUTENS MU KOMMAHUKU MO
VIH(bOpMaLWIVI 3/1EeKTPOHHON nouyTe (support@securitycode.ru).

YuebHble Kypcbl. OCBOMTb annapaTHbI€ U NPorpaMMHble NPoAyKTbl KoMnaHum "Kopa
Be3onacHOCTM" MOXHO B aBTOPU30BaHHbIX YUY€bBHbIX LieHTpax. MNepeyeHb y4ebHbIX
LEeHTPOB W  ycnoBus  oby4vyeHUss nNpeacTaBfieHbl Ha  caliTe  KoOMMaHwuu
https://www.securitycode.ru/company/education/training- courses/ . CBsi3aTbCs C
npeacTaBUTENIEM KOMMAHWM MO BOMpPOCaM opraHu3aumn obyyeHuss MOXHO Mo 3/eK-
TpoHHOWM noyTe (education@securitycode.ru).
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[[maBa 1
YcTaHoOBKa

B kauectBe 6a30Boro cueHapus passepTtbiBaHusA Secret Net Studio gna 6bicTporo
O3HaKOMMIeHUS Bbl6paH BapnaHT YCTaHOBKM B paMKkax ogHOro goMeHa Active Directory
C oAHMM cepBepoM 6e3omacHOCTM, OAHMM pabounmMm MecToM agMMHUCTpaTopa W
HECKO/IbKMMM 3aLMLLaeMbIMU KOMIMbIOTEPAMU.

YcTraHoBKa BbIMOJIHAETCS B CleAyoLweM nopsiake:

1. MoaroToBka K ycTaHoBKe (CM. HUXeE).

2. YcraHoBKa cepBepa 6e3onacHocTtu (cM. cTp.8).

3. YcraHoBKa nporpammbl ynpasneHus (cMm. ctp.10) Ha paboyem mecTte agMUHMU-
cTpaTtopa.

4. YcraHoBka knmeHToB Secret Net Studio (cM. cTp.11) Ha Bcex 3alUMLLAEMbIX
KOMMblOTEPaX LLeHTPann30BaHHO C MOMOLLbIO MPOrpamMMbl yrpaBieHus.

MpumevaHue.

B Secret Net Studio Takxe nogaepxusaeTcsa pabota ¢ annapaTHbIMM CpeLCcTBaMM 3aWuThl (HANpPUMEP, C
ycrpoincteom Secret Net Card, MAK "Cobonb"). OgHako B 4aHHOM CLeHapuy pa3BepTbiBaHUS WX YCTaHOBKA
He paccmaTpuBaeTcs. MoapobHble cBeaeH!s 06 3TOM cofiepkaTcs B JOKyMeHTe [2].

NMoaroTtoBKa K ycTaHOBKe

Mpexae 4YeM NpUCTynuTb K yCcTaHoBKe KoMrnoHeHToB Secret Net Studio, Heo6xoanMMo
BbIMONHUTL PAA MOArOTOBUTENbHbIX AEACTBUIA.

Bb160p koMnbloTEPOB

B pamkax ogHoro gomeHa Active Directory nnaM opraHmM3aunMoOHHOro nogapasgaeneHus
BblbepuTe KOMNbIOTEPLI AN pa3MelleHus cepBepa 6e3onacHocTn, paboyero mecra
aAMUHUCTpaTopa M HEeCKOoNbKMX knneHToB Secret Net Studio. MNpw BbiGOpe pykoBoAa-
CTBYMTECH CriefyoWwmMMm pekoMeHayeMbiMy TpeboBaHUAMN K KOHDUIypaunm KoMmblo-
Tepos.

Coser.
MoppoGHble cBeAeHNSs 0 TpeBOBaHMSX K KOHGUTypaLmmn KOMMBIOTEPOB COAEPKaTCs B AOKyMeHTe [2].

Cepeep 6ezonacHocTu

TpeboBaHMS K annapaTHOW KOHMUrypauuu KOMMblOTepa, Ha KOTOpbIM YycCTa-
HaBfMBaeTca cepeep 6€30MacHOCTK

neMeHT Tpebyercs

[Mpoueccop Intel Core i5/Xeon E3 u Bbiwe

OnepaTtuBHas namsTb 16 b

XKecTtknin anck (ceobogHoe 150 I'b. PekomeHayeTCst NCMOMb30BaTh BbICOKOCKOPOCTHOM

NPOCTPaHCTBO) XKECTKUI ANCK

OnepaunoHHas cucrtema Windows Server 2019/2016/2012/2012 R2 Rollup Update
KB2919355/2008 R2 SP1

JonoMHUTENBHO K KOMMNbIOTEPY NPpeabsABAAIOTCA ceayowmne TDE6OBaH na:

e Ha KoMMbloTepe AO0/MKHbI 6bITb cBO60AHBI M OTKPbITHI TCP-nopTel 50000-50003.
Ecnn ykasaHHble NopTbl 3aHATbI APYrUMU MPUIIOXKEHUSMU, NMPU YCTaHOBKE cep-
Bepa 6e3onacHocTy byaeT NpeasioKeHO Ha3HauuTb Apyrue noptbl ANAs UCMOSb-
30BaHunAa cnyxbammn katanoros. Kpome TOro, A0/mKHbl 6biTb OTKpbITbl BCe TCP,
UDP-nopTbl, Heobxoammble ans dyHKUNOHUpoBaHMa KomrnoHeHToB OC Windows B
nomeHe AD;
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© KOMMAHMA "KOA BE3OMACHOCTN"

® B KA4yecCTBe fA3blKa NporpamMmM, He NoAAepXMBaLLMX CTaHAapT KoampoBaHus OHK-
KOZA, AO/MKEH 6bITb YKa3aH pyCCKUM A3blK;

* 1S KOMMNblOTEPa A0/MKHA b6bITh BK/IOYEHa ponb Beb-cepeepa (I1IS).

KnueHTbl M nporpammMma ynpasneHus

Tpe6oBaHMS K annapaTHOM KOHMMUIypauuu KOMMbIOTEPOB, NpeAHasHauYeHHbIX A5
pabouero MecTa afAMMHUCTpaTopa 1 kKNMeHToB Secret Net Studio:

SneMeHT Tpebyercsa

lMpoueccop B cootBeTcTBUM C TpeboBaHusaMu OC

OnepaTtuBHas namsTb 2Tb

XecTtknin anck (ceobogHoe 4Tb

NMpOCTPaHCTBO)

OnepaunoHHas cncrema Windows 10/8.1 Rollup Update KB2919355/7 SP1

n apyroe MO Windows Server 2019/2016/2012/2012 R2 Rollup
Update KB2919355/2008 R2 SP1
Internet Explorer Bepcuun 8 nnu Bbiwwe

B naHHOM cueHapumn yCTaHOBKa KJIMEHTa BbIMOJIHAETCS LLleHTpaIn30BaHHO NoA ynpas-
neHueM cepsepa 6e30MacHOCTM, NO3TOMYy B 6paHAMayape, ecsiv OH BK/IOYEH, Heob-
XOAMMO paspelmnTb MCMosib30BaHME NOPTOB AN1s A0CTyna K 06wmm pecypcam: UDP -
137, 138; TCP - 139, 445. [laHHble NOpPTbl N0 YMO/YaHUIO 3aKpbiTbl 6paHaMay3pom
npu OTCYTCTBMMW Ha KOMMbIOTEPE CeTeBbIX Nanok obuwero gocryna. Kpome Ttoro, non-
XHbl 6bITb OTKpbITbI BCe TCP, UDP-nopTbl, HeobxoanMblie Anst yHKLUMOHUPOBaAHMUS
koMnoHeHToB OC Windows B goMeHe AD.

Co3faHue rpynn non b3oBaTenen

B pamkax BbibpaHHOro gomMeHa Active Directory co3galiTe ctaHAapTHbIMWU CpeacTBaMm
agMmnHuctpmpoaHusa OC Windows ase rnobanbHble rpynnbl NOMb30oBaTesNen:

e rpynny agMMHUCTPATOPOB AOMEHA 6e30MacHOCTH;

. rpynny agMMHUCTpPAToOpoOB JieCa AOMEHOB 6e3onacHocTH (ﬂOﬂb30BaTenM AaHHOM
rpynnbl nony4yaTt npaBa Ha Co34aHWE HOBbIX AOMEHOB 6e30nacHOCTN B 3TOM necy).

HyxHble npaea 6yayT npeAocTtasneHbl JaHHbIM rpynnaM B XO4e yCTaHOBKM cepsepa
6e3onacHocTu.

BknounTte B 3TW rpynnbl AOMEHHOrO Mosb30BaTens, noj MMeHeM KoToporo byaer
BbINOJIHATLCS YCTaHOBKa KOMMOHEHTOB U paboTa c Secret Net Studio.

Bkntounte 06e 3T rpynnbl B IOKaAbHYO rpynny agMMHUCTPaTOPOB Ha KOMMblOTeEpe,
Ha KOTopoM 6yaeT ycraHoBsneH cepsep 6e3onacHoOCTU. 'pynny aagMUHUCTPaTOpOB A0-
MeHa 6e30MacHOCTM TaKXe BKIIUYMTE B JIOKAAbHYI Fpynny aAMUHMUCTPATOpPOB Ha
BCEX KOMMbOTEpPax, BblIbpaHHbIX AN YCTaHOBKKN knneHTa Secret Net Studio.

YctaHoBka SQL-cepBepa

Ona dpyHKumMoHmnpoBaHus cepeepa 6esonacHocTn Tpebyetca CYB MS SQL. B gaHHOM
cueHapun pasBepTbiBaHUS cepeep 6e3onacHocTn n SQL-cepsep yCcTaHaBIMBaOTCS Ha
OAHOM KOoMMNblOTEPE.

Ha ycraHOBOYHOM gucke M3 KOMMekTa noctaBku B nanke \Tools\Microsoft\SQL
Server 2012 SP1 Express HaxoauTcs AncTpubyTmB 6ecnnaTHO pacrnpocTpaHseMomn
Bepcnun MS SQL Server 2012 SP1 Express. YCTaHOBUTE 3TOT NPOAYKT Ha KOMMbIOTEPe,
BbI6paHHOM Ans pa3melleHns cepeepa 6e30nacHoCTy.

CoBer.
Ecnu B opraHu3aumm yxe ecTb ycTaHOBNEHHbIt SQL-cepBep, ero Takxe MOXHO 1CMonb30BaTh. CBefeHNs!
06 3TOM CM. B lOKyMeHTe [2].

MNepen ycraHoBkoM SQL-cepBepa Heobxoanmo BkAUNTL B OC Windows KOMMOHEHT
.NET Framework 3.5. Ha komnbtoTepe c OC Windows Server 2008 R2 Takxe HY>XHO
ycraHoBuTb .NET Framework 4.5 ¢ a3bikoBbIM nakeToMm (darnbl Ans yCTaHOBKM
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dotNetFx45_Full_x86_x64.exe n dotNetFx45LP_Full_x86_x64ru.exe HaxoasaTcsa B
katanore \Tools\Microsoft\Prerequisites Ha yCTaHOBOYHOM AuncKe).

YcraHoBKky SQL-cepBepa cnefyeT BbIMOAHATbL C NapaMeTpaMun, 3adaHHbIMWU MO yMOJI-
YaHWIO, 3@ UCK/IIOYEHMEM 3HaYeH NI Ceay LW mMX NapaMeTpoB, obecrneumnBaloL X Kop-
peKkTHOe B3anMoaencTBme cepeepa 6e3onacHocTu n SQL-cepsepa.

e B pasgene "Server Configuration" Ha Bknagke "Collation" ykaxxute B napameTpax
COpTMpOBKM Ans koMnoHeHTa Database Engine 3HaveHue Cyrillic_General_CI_AS,
YTO6bI BK/IOYMTb PEXMM MOAAEPXK KM COPTUPOBKN KUPUNNLLbI AN1s SK3emnnaspa 6a-
3bl AAHHbIX.

- SO Server 2012 Setup [ = | = =

Server Configuration

Speecity the senace Brcours and Lollaten canliguraton.

Sesup Suppen Rules Sarvice Accoets | Collaton

License Terms

Fasts Saleckicn Cobase Ergpne

Inatallation Rules Cyrillc_General CI_AS [Mcotomize.. |
Instance Configuiation Latn - Cerveral Case-insenditieg, SCTERT-bENSitive. kanatype-insensitive. width-

Dizk Space Reguiremaents ingerditest o Uecode Data, SOL Senver Sont Osder 3.2 on Code Page 1252 lor noas

Srrwer Confiqurstion pEEtalE

Database Engre Confagu st

Emor Reposting

Installation Condfigurstion Rules
Initallation Pregress
Comphee

e B paspene "Database Engine Configuration" Ha Bknaake "Server Configuration”
BKtOUMTE AN SQL-cepBepa cMelaHHbIN pexuM ayTeHTudmkaunm (Mixed mode),
obecneumnBaWwmnin NpoBepKy nogMHHoOCcTM n SQL Server, n Windows.

i S0l Server 2012 Setup [= o s

Database Engine Configuration
Specity Databace Ergine suthentication security mode. sdministrators snd dats disctones

Setup Suppert Rules Server Configuration | Data Directesies | User instamces | FRESTREAM

Licente Terms )

Fastoos Sebackion Specify the authentication made and adminittraton for the Databate Engine
Installation Rules Autenbicaton Mode
Instance Condfiguration
Dick Space Reguiremaents
Server Configuistinn
Database Engine Configuration Specify the password for the 501 Server system adminatrator (s} sccount

Windows suthenbosbon mode

) Mz Mode (SOL Server suthentication and Windows suthentication]

Do g Enber padgwoed T
Indtallstion Corfiguration Rulsi =
Confirm passwond: | reeeeees

Installation Pregeess

Conmplete Specity SO Server sdmersstrates
TWINFO Adenerestrated |Adrminitiat o) [ 2 Server sdministrators |
harew ereestriched sccess
te the Dutabase Engine.
Add GumentUser | | Add | | Ramove
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Coser.
Bonee noapobHble cBeeHus 06 ycraHoske 1 HacTpoike CYB MS SQL copepxatcs B jokymeHTe [2].

YcraHoBKa cepBepa 6e3onacHoOCTH

Ha koMnbtoTepe, KOTopbli 6yAeT NCNo/Ib30BaTbCS B KayecTBe cepeepa 6€30MacHoCTH,
BOMAMTE B CMCTEMY MO4 MMEHEM JOMEHHOMO MOoJb30BaTESs, BXOAALErO B JIOKASbHYHO
rpynny adMMHWCTPaTOPOB KOMMbIOTEPA.

AnAa yctTaHOBKMU cepBepa:

1.

4.

5.

Secret Net Studio -

BcraBbTe B NpuBoOA yCTaHOBOYHbLIN Anck Secret Net Studio. Mpn noseBneHns okHa
nporpamMMbl aBTO3anycka HaXXMuTe B HeM kKHorKy "Cepeep 6e3onacHocTn".

MpumeyaHue.
Ecnu okHO nporpamMMbl aBTo3anycka He MosiBUNOCh, 3aMycK YCTAHOBKU HY)KHO BbIMONHUTbL BPYUHYIO.
[ns aToro 3anyctuTte ¢ yctaHoBouHOro ancka pann \Setup\Server\x64\setup.ru-RU.exe.

Mocne 3anycka nporpaMmbl YCTaHOBKM BbINMOMHAETCS aHaM3 CUCTEMbI Ha COOTBET-
CTBME MPOrpaMMHbIM M annapaTHbIM TpeboBaHUAM ANl YCTAHOBKM KOMMOHEHTa.
Mpu 3TOM NPOBEPSIETCS TEKYLLEE COCTOSIHME BCTPOEHHOro B OC MexaHM3Ma ynpas-
neHuns yyetHbiMm 3anmcsamm (User Account Control — UAC).

BHumaHue!

Ecnm mexaHnam UAC BKnoYeH — Ha 3kpaHe NOSIBUTCS 3anpoc Ha ero BPEMEHHOE OTKIoYeH e, B aTom
Cryyae HaxmuTe KHomky "[a" ans OTKNoYeHNsl MexaHU3Ma, nepesarpyaute KOMMbIOTEP U TONBKO No-
Crie 3TOr0 CHOBA 3amycTuTe NpoLeypy YCTaHOBKM cepBepa 6e30nacHoCTH.

lMporpamMMa yCTaHOBKW Ha4yHET BbIMOSIHEHME MOArOTOBUTENbHbIX D,EVICTBMVI, no
OKOH4YaHUMW KOTOPbIX Ha 3KpaH 6YLI,ET BbIBEAEH AManOr NpUBETCTBUA.

[Ona npoAomkeHns yCTaHOBKU HAaXXMUTE KHonKy "Oanee".
Ha skpaHe nosaBuTcsa ananor NpuHATUS IMLLEH3MOHHOIO COralleHuns.

O3HaKoMbTeChb C coaepXaHUeM NMLEH3MOHHOMO CornaweHuns, OTMETbTE NYHKT O
€ro NPUHATUM N HaXXMUTe KHonKy "danee".

Ha akpaHe nossuTca ananor "BknioyeHune cepBepa B AoMeH 6e3onacHocTn" .

“]El ¥etanoeka Secret Met Studio - Cepeep GesonacHoctn — >
BrueHne cepeepa B qoMeH besonacHocTn -
BriSepMUTE BAPMEHT BKMKOYEHKA CEPBEPa B AOMEH BE30NacHOCTH ol

(®)Zo30aTh HOBLIA AOMEH B HOBOM NECY AOMEHOB BESONacHOCTH:

O CO303Th HOBLIA AOMEH B CYWECTBYHILLEM NECY AOMEHOEB BesonacHoCTH

() nofiaenTe cepeep B cywecTeyou Aomen fesonacHocTi

Haszan Nanee OTMeHa

YcTaHOBUTE OTMETKY B Nnone "co3aaTb HOBbIM JOMEH B HOBOM Jiecy AOMeHOB 6e30-
nacHocTn" 1 HaxmMmuTe KHonky "Janee".

Ha sakpaHe nossuTca ananor "®ann c HacTpokaMu cepBepa ayTeHTudmkaumnn".
He MeHANTe 3HaYeHns NnapaMeTpoB 1 HaXXMUTe KHonKy "Janee".
Ha skpaHe nossuTca ananor "Hacrtporika gfoMmeHa 6e3onacHocTun".

C. Hauano pa6otbi 8
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6. BbibepuTe B packpblBatoLWeEMCa CNNCKe KOHTeNHep ans hopMnpoBaHms HOBOIo Ao-
MeHa 6e3onacHoCTU. Micnonb3yinTe opraHM3auMoHHOe noapasgefeHne, B KoTopoe
BXOASAT KOMMNbOTEPLI, BbIOpaHHbIE BaMX paHee AN YCTaHOBKU KOMMNOHEHTOB CUC-
Tembl, nnan nwboe BbllecTosILee OpraHM3aunoHHOe nogpa3geneHue (Bkawdas
BeCcb aoMeH AD). lNocne Bbibopa KoOHTEeMHepa npu HeobxoanMMOCTM OTpenak-
TUpyHTe MMS co3aaBaemMoro JoMeHa 6e30nacHoCTu.

7. Haxmute kHonky "[anee".
Ha skpaHe noasuTca gnanor "pynnbl agMmHUcTpaTopoB 6e3onacHocTn".

8. YKaxuTe co3gaHHble BaMW paHee Ha 3Tane NoAroTOBKWU rpymnnbl NONb30BaTENEN,
KOTOpbIM 6yayT MpenocTaBfieHbl MNpaBa aAMUHUCTPUPOBaAHWA [OOMeHa 6e30-
MacHOCTU 1 Jleca AOMEHOB 6e3onacHocTu. HaxxmuTte kHonky "danee".

Coger.

B kauecTBe rpynnbl afMMHUCTPATOPOB AOMEHA HE30MacHOCTH He PEKOMEHLYETCS UCMONb30BaTh CTaH-
AapTHY0 AOMEHHYI0 rpynny agmuHuctpatopos (Domain Admins). Mhade npu nogkmnioyeHny K cepeepy
NporpamMMbl yNpaBeHus!, YCTaHOBIEHHO Ha 3TOM XKe KOMMbIOTEPE, MOXET BO3HMKATb OLIMOKa n3-3a
HeAO0CTaTOYHbIX PUBMNErHA NONb30BaTENS.

Ha sakpaHe nossuTca ananor "Hacrtpolika kaTanoros".

9. OcraBbTe 3aAaHHble MO YMONYaHWIO KaTanorn ycrtaHoBKK cepsepa 6e3onacHoCcTu
M pasMeLeHuns cny>xebHbiX annoB n HaXxxMmTe KHonky "danee".

Ha akpaHe nosiButcsa amanor "Hactponkn CYBA". MNpuMmep coaep>XnMoro auasnora
npeacTaBfieH Ha C/ieaytoLeM pUCyHKke.

“_[El ¥eranoska Secret Net Studio - Cepeep GesonacHocTn - Ed
HacTpoiikn CYB[] ._
3Ta uHdopMaLWA HeobxoamnMa ans paboTel c CYE[ =
MmaBl:  |computer-2\SQLEXPRESS 7

WMna cxemst BA:  |SN7_SERVER_SCHEMA

Y4yeTHaA 3anuck agMuHucTpaTopa B

Wma: |sa

MNaponk: || TTIT I

YYETHAA 3aNKck, MONONL3YEMaA CEPESPOM ANA AocTyna Kk B

Wma  |administrator

Maponk: || sennnnee |

Hazan lanee OTmeHa

10.BbinonHuTE Crieaytowme 4encTems:

e YKaxuTe mapameTpbl COeAMHEHUs C TeM 3dK3eMnispoMm B[], koTopbin npea-
HasHa4deH Ans paboTbl C ycTaHaBMBaeMbIM cepBepoM 6e30MacHOCTU:

e B none "WUma BA" ykaxuTe CTPOKY COeAMHEHWs C 3ak3emnnspom B:
<uMs gaHHoro komnbtoTepa>\SQLEXPRESS

MoscHeHue.

B Hawem cueHapun pa3BepTbiBaHus SQL-cepBep ycTaHaBnMBaeTcs ¢ napameTpamu no
yMONYaHuio Ha KoMnbloTepe ¢ cepBepoM BesonacHocTy. Moapo6Ho hopmaT CTpokm coeau-
HEHWsl paccMaTpuUBaeTCs B JOKYMeHTe [2).

e B none"Nma cxembl BA" ykaxunte HaumMeHoBaHue cxembl B/1;

e B rpynnenosen "YuyeTHas 3anmcb agMmHuUcTpaTopa BA" ykaxuTe yuert-
Hble fJaHHble aAMUHUCTPaTopa 6a3sbl AaHHbIX Ha SQL-cepBepe, 3aaaHHble
paHee Npu ero yCTaHOBKe;
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e B rpynnenonen "YyetHas 3anucb, UCNOJSIb3yeMasi CEpBEPOM Aa AOCTyna
K BA" ykaxuTte y4yeTHble faHHble, C KOTOpbIMK cepBep 6e3onacHocTu 6y-
AeT BbINOSHATb nogktoyeHne Kk 6ase gaHHbix (byaeT co3gaHa yyeTHas 3a-
NUCb Ansd I'IO,EI,K)'IIO‘-IEHVIH).

e Haxmute kHonky "Nanee".
Ha sakpaHe nosisuTCcsa gnanor "HassaHue opraHmsaunm”.

11.YKaxuTe Ha3BaHUA opraHn3aLnm 1 noapasaeneHuns, Kotopoe byaeT o6cnyxmBaTb
yCTaHaB/IMBAEMbIN CEPBEP, U HAXXMUTE KHoNKy "[anee".

Ha sakpaHe nosiBuTCA Ananor, coobLaLwmin 0 roTOBHOCTU K YCTaHOBKE.
12.HaxMuTe KHonky "YcTaHoBUTL".

HauHeTcs konmMpoBaHue ansioB Ha XXEeCTKUI AUCK U perncrpauns KOMNOHEHTOB
B cncreMHoM peectpe OC Windows. Xo4 npoLeccoB KOMMPOBaHUS U HACTPOMKM
oTobpaxkaeTtcs B MHMOpPMaLMOHHOM OKHE B BMAE NOOChI Nporpecca.

Mocne ycrnewHon yCTaHOBKM M HACTPOWKM Ha 3KpaHe MOosiBUTCA CooblieHue,
coaepialllee nepeyveHb BbIMOMHEHHbIX ONepaLunii yCTaHOBKU U NpeaynpexaeHue
0 HEO6X0AMMOCTHM NepesarpysKn KoMMbloTepa.

13.HaxmnTe kHonky "lMepe3arpy3nTb".

Coser.

MoapobHbIe CBEAEHUS O Pa3NMUHbIX BapUaHTax YCTaHOBKM cepBepa 6e30macHOCTH CM. B JOKyMeHTe [2].
Ecrv faHHbIN cepeep 6e30MacHOCTV NpeAnonaraeTcs UCMnomnb30BaTh He TOJIbKO B 03HAKOMUTENbHBIX Lie-
NSAX, HO W ANsl NOCTPOEHNS CUCTEMbI 3aLLMTbI, PEKOMEHAYETCA B AarbHELEM B CO34aHHOM AoMeHe 6e30-
nacHocty Secret Net Studio ycraHoBUTH BTOPOI (pE3EPBHBIN) cepBep 6e30nacHoCTH.

YcTaHoBKa nporpamMmmbl ynpaBsrneHusA

MepengmMTe Ha KOMNbOTEP, BbIGpaHHbIN 4519 opraHmn3aummn paboyero mecra agMmMHU-
cTpatopa 6e3onacHOCTU, U BOMAUTE B CUCTEMY MNOA4 MMEHEM AOMEHHOro Mnosb30-
BaTeNsl, BK/KYEHHOro B rpynny aaMMHUCTpPATOpoOB AoMeHa 6e3onacHoCTM npu
BbIMNOJIHEHNW NOArOTOBUTENBbHbIX AENCTBUN.

Ana ycTaHOBKW NporpaMMbl yripaB/ieHUs:

1. BcraBbTe B NpnBOA YCTaHOBOYHbIN anck Secret Net Studio. Mpu nosiBneHnn okHa
NporpaMMbl aBTO3aMnycka HaXXMUTE B HEM KHONKY "LeHTp ynpasneHusa".

CoBer.

Ecnu okHo nporpammbl aBTo3anycka He NoABUNOCH, 3anyCK YCTAHOBKW HYXHO BbIMOJTHUTDL BPYYHYIO.

[ns atoro:

* Ha KomnbloTepe ¢ 64-paspsgHoi Bepcuer Windows — 3anycTute € yCTaHOBOYHOTO Aucka aitn
\Setup\Console\x64\setup.ru-RU.exe;

* Ha KomnbloTepe ¢ 32-pa3psgHoi Bepcuer Windows — 3anycTute € yCTaHOBOYHOTO Aucka aitn
\Setup\Console\Win32\setup.ru-RU.exe.

ﬂporpaMMa YCTaHOBKW BbIMOJIHUAT NOArOTOBUTESNIbHbIE ,EI,GVICTBI/IFI, Mo OKOH4YaHUU
KOTOPbIX Ha 3KpaHe NOoABUTCA Ananor NpuBETCTBUA.

2. [Ans npoaonkeHuns yCTaHOBKKW HaXMuTe KHonky "[anee".
Ha sakpaHe nosiBuTCS AManor NpUHSATUS IMUEH3MOHHOMO CornaltleHms.

3. O3HaKoMbTEeCb C coaepXXaHMEeM IMLEH3UOHHOMO CornalleHns, OTMeTbTE COOTBET-
CTBYOLMIA NPUHSATUIO COrflalleHms NyHKT U HaXXMUTe KHonky "[anee".

Ha sakpaHe nossuTca gnanor "KoHeuHas nanka".

4. OcTaBbTe 3a4aHHYI0 MO YMONYaHUIO nanky ycraHoBku MO nam ykaxuTte Apyryto
rnanky Ha3HadeHuns n HaxmMmTe KHonky "Nanee".

Ha sakpaHe nosiBuTCS Ananor, coobLaLmin 0 roTOBHOCTU K YCTaHOBKE.
5. Haxmute kHonky "YcTtaHoBUTL".

HayHeTcs npouecc yCTtaHOBKM, X04 KOTOPOro otobpaxaercsa B MHMOOPMaLMOHHOM
OKHe B BMAe nonocbl nporpecca. [ocne ycnewHon yCTaHOBKM Ha 3KpaHe nos-
BUTCS Ananor "YcTraHoBKa 3aBeplueHa”.
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6. HaxmuTe KHoOMKy "I0TOBO", @ 3aTEM HaXMUTE KHOMKY "3akpbiTh" B eule 0AHOM
MosIBUBLLEMCH Ha SKpaHe ananore.

BHumaHwue!

Mocne ycTaHOBKW NMporpamMMbl ynpaBieHust Heobxoaumo B 0643aTenbHOM NOpsaKe YCTAHOBUTbL MakeT
obHoBneHuit 8.5.5329.40, HaxoasLuincs Ha ycTaHoBOYHOM aucke cuctembl Secret Net Studio B kaTanore
\Tools\SecurityCode\ManualPatches\8_ 5_5329_40_Inc76262_ Build27. Be3 atoro obHOBneHWs He-
BO3MOXHa koppekTHas pabota ¢ naponem (PIN) cepBUCHOMO pexuma B MexaHu3Me camo3allutbl Secret
Net Studio n HegocTynHo ynpaBneHue HOBOM OYHKLMEN KOHTPONS aGMUHUCTPATUBHBIX NPUBMAETUIA.

Tenepb MOXHO MPUCTYMNUTb K YCTAHOBKE KJIMEHTOB Ha paboune CTaHLUMN.

LleHTpanu3oBaHHasi ycTaHOBKA KIUEHTa

AN

LieHTpanu3oBaHHas ycraHoBka MO KMeHTa BbINOMHAETCS Noj yrpasieHneM cepeepa
6e3onacHocTu. 115 3TOro B NporpaMMe yrpasneHms popMMpyeTcs CMCoK yCTaHaB M-
BaeMoro MO 1 co3aanTca 3a4aHns pa3BepTbiBaHUS.

BHumaHue!
[ns ycnelHoro BbIMOMHEHWS BCEX OMKCAHHbIX HUXe OEeNCTBUI paboTatowmii Ha KOMMbITEpEe Nosb-
30BaTefb JOKEH BXOAUTb B rpynny agMUMHUCTPaTOPOB JOMeHa Be30MacHoCTH.

3anyck nporpammbl ynpaBneHus

Ana 3anycka nporpamMmbi:

1. B meHio "lMyck" OC Windows B rpynne "Koa Be3sonacHoctn" Bblibepute anemMeHT
"UeHTp ynpasneHunsa".

Ha skpaHe nosasuTcs CTapTOBbIﬁ Ananor nporpaMmmbl.

. [
( SECRET NET STUDIO

el ) LEHTP I

Bbibepute cepsep besonacHocTh:

computer-2.TWinfo.local N C

Bes noaknroueHuA k cepeepy BE30NaCcHOCTH OTKPLITL C AWCKa KYDHAN WK ADXWE XYDHANOE

2. B none "BbibepuTte cepBep 6e30nacHOCTM" yKaxuTe NMs YCTaHOB/IEHHOro paHee
cepeepa 6e3onacHocTn. Onsa OH6HOBNEHMS CNKUCKa CEPBEPOB HaXMUTE KHOMKY
crnpasa OT nons.

3. HaxmuTe kHonky "MoaknoumnTbes".
Mocne 3Toro Ha aKpaHe NoSABUTCS OCHOBHOE OKHO MporpaMMsl.

d>opMMpOBa|-me cnNuUCKa ycTtaHaBnMBaemoro no
Mo yMon4aHuMio CNMCOK LeHTpaM30BaHHO ycTaHaBnmBaemoro MO nycr. Heobxoanmo
006aBUTb B HEr0 KOMMJIEKT YCTaHOBOYHbIX (hanios.

Mpwn nepBoM 3anycke NporpamMMbl YrpasfeHWs B rNaBHOM OKHE NosSIBUTCS coobLueHmne,
npegnaratolliee HavyaTb paboTy C CUCTEMON M NepenTn K YCTaHOBKe KJIMeHToB Secret
Net Studio Ha koMnblOTEPSI.

Ana po6aBneHunsi KOMNAeKTa YCTAHOBOYHbIX cpaﬁnos:

1. HaxmuTe kHonKy "MNepeiiTn Ha PasBepTbiBaHue".
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B rnaBHOM OKHe MporpaMMbl yrnpasfieHus NosBUTCA NaHenb "Pa3BepTbiBaHne" u
coobuweHune, npegnarawuiee fobasntb anctpnbyTtme Secret Net Studio.

2. Haxmute kHonky "[o6aBnTb".
Ha skpaHe nossuTca ananor "[obasutb ancrpnbytmenl”.

3. BcraBbTe B npmBOA yCTaHOBOYHbINM Anck Secret Net Studio, HaxxmnTe kHonky "[lo-
6aBMTbL", B NOSABMBLLUEMCS AManore BblbepuTe KOPHEBOM KaTasor YCTaHOBOYHOrO
ANCKa M HaXkKMUTe KHonKy "Bbibop nankn".

lMocne cunTbiBaHMA COAEPXXMMOro yKasaHHOro karasnora B guanore "[JobaBuTtb
anctpnbyTmebl" NosaBUTCA MHGOPMaLMs 0 BbiIGpaHHOM YCTaHOBOYHOM KOMMJIEKTE.

4. Haxmute KHornKy "MpuMeHnTL".

Ha akpaHe nosasuTca amanor, otobpaxkarowunn npouecc aobasneHusa gannos. [o-
XKANTECb OKOHYaHMS 3TOro npouecca.

5. Haxmute kHonky "3akpbITb".

B cnucke Ha Bknagke "Peno3uTtopuin" nosiBUTCS HOBbINM 3/IEMEHT, COAepXalliui
CBeAeHM1S 0 3arpy>eHHOM KOMMJEKTe yCTaHOBOUYHbIX (hanios.

dopmupoBaHKe 3agaHus pa3BepThbiBaHUA

Mocne hbopMMpoBaHUSA CNMCKa LLEHTPaIM30BaHHO ycTaHasnmseaeMoro N0 HeobxoanMo
[06aBNTb 33aHMe pa3BepTbiBaHMA. 3agaHne onpeaenser CnMcoK KOMMbIOTEpOoB, Ha
KOTOPbIX B aBTOMaTUYECKOM pexXmnMe 6yayT BbIMOHATLCA HYXHble AENCTBUA.

& BHumaHue!

[nsi ueHTpann3oBaHHoM ycTaHoBkM MO Ha KOMNBKOTEpPbI NOML30BATENMb, OT UMEHW KOTOPOTO BbINOMHAETCS
ycTaHoBKa (cM. 1.6 npoueaypbl), A0MmKkeH 06nagaTh npaBamm NIOKabHOT0 aAMUHUCTPATOPa STUX KOMIbIo-
TepoB. MpeanonaraeTcs, YT NpW BbINOMHEHUN NOATOTOBUTENbHBLIX AEHCTBUA rpynna agMUHUCTPATOPOB
foMeHa Be3onacHocTy Bbina BKIOYEHa B roKarbHble rpynmbl aMUHUCTPATOPOB Ha BCEX HYXHbIX KOMMbHO-
TEpax, ¥ AOMEHHbI NONb30BaTENb, BKIOYEHHbIN B 3Ty rpynmy, yxe obriaaaeTt BCEeMn Hy)XHbIMY paBamy.

Ana po6aBneHusi 3agjaHusA pa3BepTbiBaHUA:
1. B naHenu "Pa3sBepTbiBaHMe" nepenante Ha Bkaaky "PasBepTbiBaHue".

PA3BEPTHIBAHWE 3AAAHWA JNINUEH3MPOBAHME PEMC3UTOPHIA

O0ece [ sNs Mg BesShS Komanae ~ C O6HoBue Q B 3xcnopr.

a Komnerotepsn Moapasgenenne Jomen bezonacHocmm YpoeeHs 3amTsl
computer-1.TWinfo.local twinfo.local ]

b v & TWinfolocal

] computer-2TWinfoocal twinfo.local TWINFO.LOCAL ]

COMPUTER-3.TWinfo.local twinfo.local ]
COMPUTER-4.TWinfolocal twinfo.local ]
COMPUTER-5.TWinfo.local twinfo.local ]

2. CneBa B Criucke OTMeTbTe KOHTenHepbl AD € HY>XXHbIMM KOMMbIOTEPaMM, @ Crpasa
B CnckKe BblbepnTe KOMNbIOTEPbI, HA KOTOPbIE HY>XHO YCTaHOBUTb MO KnneHTa.

Coser.
Bbi60op HECKOMBKMX KOMMBIOTEPOB BbIMOMHSAETCS, ECIM HaxaTa knasuLwa <Ctri> unm <Shift>.

3. Bbi30BMTE KOHTEKCTHOE MEHIO AN OAHOr0 U3 Bbl6paHHbIX KOMMNbIOTEPOB U Bbibe-
puTe KomaHay "YcraHosuTb MNO".

B npaBon 4acCTu OKHa NoaBUTCA NaHEsb HaCTpOVIKM napaMeTpoB 3aaHnA.
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YcTaHoBka auctpubyTtmnsa

Hassanne 25 ¥eranoska MO
3agaHna
Ancrpubyms 854514.0 -
Moaunnenune computer-2.TWinfo.local
cepeepy
Manka gna ® YCTaHOEUTs E MaNKy No YyMOAUYaHWH
YCTAaHOBKW
YCTaHOBMTE B YKa3aHHYH Nanky:
Bpemsa OMMaaHUE HE OTPAHUYEHD
oMMAaHNA
nepesarpyssm ® 33aaTb 5peMa (MUH.):
KOoMnoHoTepa
nocne ycraHosKkn 10
MapameTpu
JawurHuie AoBasnTe AKLEH3UK WS dalina BrifpaTh...

nNoACHCTEMBI

bazcean sawurta 1000 skz. (oct. 999), go 01.11.2020, SC -

4. B rpynne nonen "BpeMs oxunaaHus nepesarpysku..." ons BKIOYEHUS pexunma
aBTOMATMYECKOM Nepe3arpysku BblbepuTe BapnaHT "3aaaTb BpeMs" 1 B nNone BBO-
[a YKaXXUTe, Yepes CKOSIbKO MUHYT NMoc/e 3aBepLUEHNSI YCTAaHOBKM ClieAyeT BbIMos-
HWTb aBTOMaTMYECKYHO NnepesarpysKy KoOMnbloTepa.

5. B rpynne nonen "3awwuTHble noacuctembl" fobaBbTe NMUEH3MW HA MCMOSb-
30BaHWe npoaykTa. [ng 3Toro HaxmmTe KHomnky "BbibpaTh" 1 BbibepuTte B nos-
BMBLLEMCS ananore daln c IMLEH3MSAMUN, NPeaoCTaBEHHbI MOCTABLLNKOM.
Mocne 3arpysku AaHHbIX B FPynne nosemn nosBaTcs CBEAEHNS 0 IMLEH3USAX.

6. B nonax "Uma" n "Maponb" BBEANTE YUYETHbIE AaHHbIE NO/Ib30BATENS, MMEIOLLErO
npasa JI0KabHOro agMMHUCTPaATOpa Ha BCeX BbIGpaHHbIX KOMMNbIOTEPAX.

CoBert.
MCI‘IOﬂb3yI7ITe Y4eTHble AaHHble JOMEHHOr0 NoNib30BaTenNsa, BKIOYEHHOr0 B rpynny agMUHUCTPATopoB
JomeHa ©e3onacHocTu NPY BbINOJNTHEHUU I'IO,quTOBVITeﬂbeIXﬂeI7ICTBVIl71.

7. HaxmuTte KHOMKY "YCTaHOBUTBL" B HMXKHEN YacTu NaHenu.

8. [lepengnTte Ha BKAaaky "3agaHusa" onsg HabnogeHns 3a XOAO0M BbIMOSIHEHUS CO3-
AaHHOro 3agaHuns.

PAZBEPTBIBAHWE 3ALNAHWA JINLEH3WPOBAHWE PEMO3WTOPMIA

@ Ormenums
KomnstoTepst Hauano Koneny Cratye
25 YcraHoeka 10 Brinonxenme
) computer-2TWinfolocal 12.10.2018 10:53:12 3 Yeranoexa.

Bpems sanycka: 12.10.2018 10:50:42

noapoBree v

Ha sTon Bknaake Ans 3agaHuin U KOMNblOTeEpOB oTobpaxaloTcs cBeaeHus O Bpe-
MEHMU 1 CTaTyce BblINMOSIHEHMS NpoL,ecca yCTaHOBKMU.

CoBer.

UTobbl yBULETH ONOMHUTENBHBIE CBELEHMS O 3aaHum, HaxmuUTe KHonKy "MoapobHee" B HIBKHEN Ya-
CTU MHOpMaLmoHHoro 6noka. ns npocMoTpa nogpobHbIX CBEAEHUA O KAXAOM KOMMLIOTEPE HaxX-
MWTE KHOMKY CO CTPENKOI, KOTOpas pacnonoxeHa B NPaBOM HIKHEM YriTy CICKa KOMMBIOTEPOB.

Ha 3awwunuaemMbix KOMMNbOTEpax ycTaHoBKa MO BbINOSHSAETCA aBTOMATUYECKU B POHO-
BOM pexumMe. Mosb30BaTe b OMOBELLAETCA O HAaYasle M 3aBepLUEHNN YCTaHOBKM.

Mocne ycnewHon ycrtaHoBkM kamneHTa Secret Net Studio n nepesarpyskm Kommblo-
TEepoOB OHM Yepe3 HEeKOTOpOe BPeMS MOSBATCA B CTPYKType yrnpaBfieHUs B KayecTse
noA4YMHEHHbIX 06beKTOB cepBepa 6e30nacHoCTy.

Secret Net Studio - C. Hauano pa6oTbi 1 3



© KOMMAHMA "KOA BE3OMACHOCTN"

[naBa 2
YnpaBneHue pabotomn Secret Net Studio

Mporpamma ynpaBneHusa Secret Net Studio ncnonb3yercs ans ueHTpaanM30BaHHOIro
yrnpaB/ieHNs 3aliMLaeMbiMM KOMMboTEPaMmM (CBEAEHWUS O 3anyCKe NporpaMMbl CM. Ha
cTp.11). OHa NO3BONSET BbINOMHATL CieAytoLme OCHOBHbIE AENCTBUS

e HacCTpolKa napaMeTpoB 3alMTbl U yrpaBseHne KoOMMnbloTepamu;
®  MOHWTOPWHI COCTOSIHUS CUCTEMbI ;

e KOH(UrypmnpoBaHue CeTeBOM CTPYKTYypbl Secret Net Studio;

e paboTa C LeHTpaM30BaHHbIMM XXYPHaNamu.

Mpumeyannue.

B cocraBe knneHTa Secret Net Studio yctaHaBnnBaeTcs BapuaHT nporpaMmbl ynpaeneHus ans pabotsi B
NOKamnbHOM pexume. Pexum npefHasHayeH Ans NoKamnbHOW HACTPOWKW NapameTpoB 3alluTbl, ynpas-
NEHUs MexaH3Mamm 1 NPOCMOTPa JTOKamNbHbIX XyPHANOB JaHHOTO KOMNbOTEPa. BO3MOXHOCTY LigHTpanu-
30BaHHOrO yNpaBreHNs B 3TOM PEXMME HEAOCTYMHbI.

WHTepdeiic nporpaMmmbl ynpaBneHus

MpuMep BHELHEro B1uaa OCHOBHOINO OKHa MporpaMMbl MpeAcTaBeH Ha criefyloleM
pUCyHKe.

() computer-2. TWinfo.local : Secret Met Studic - LlenTp ynpasneqmna - [m] X

— (E <- | f::.':‘ Hauano * | L] a

B OIS D @o- &

Active Directory | Cepeepbl 6e3onacHocT | [pynnbl KOMNbHOTEPOR

. ‘éj computer- 1 1
% TWinfo.local [ 2 (=] 3
g 0O £ = > £ 2
- P
1 2 i E 1] 5

Manens
HaBWrauWK no
byHKLMAM
nporpaMmsl

MaHens "CobbiTha
cucremb!”

"Komnetotepu' B
pexume
"AuarpaMmMa”

Onucanne

KoHdurypauua sarpyseHa,

Ceccus oTkpeITa.

& 23.04.201819:12:27  3anpoc koHburypaumu.
H¥ 23.04.201819:12:26  Omipbmue ceccwn. Cepeep computer-2. TWinfo.local
9§ 23.04.201819:12:12  Omrpemue cecomn, Cepeep computer-2.TWinfo.local

3anpoc oTNpasneH Ha cepeep.

SF 23.04.2018 18:54:07 3akpeimue ceccnm. Cepeep computer-2.TWinfo.local Ceccun 3aKpbiTa.
HF 23.04.2018 18:54:07 3akpeimve ceccum. Cepeep computer-2.TWinfo.local 3anpoc 0TNPaBNEH Ha CEPEBED.
8 23.04.201818:52:46 3anpoc koHpurypavmm. KoHdurypauma sarpyseHa.

23.04.2018 18:48:05 3anpoc kondurypaunn. KoHdurypaums sarpy«eHa

Okro cobbmai o | @@ B

MNopcnrouen: computer-2.TWinfolocal »

OCHOBHOE OKHO MPOrpaMMbl COCTOUT M3 ClIeay oKX YacTel:

e MaHesnb HaBMraumm — oTobpaxKaeTcs B IEBOM YAaCTU OCHOBHOMO OKHA U COAEPXKUT
AP/bIKX BbI30Ba MNaHenein ynpasneHuns nporpaMms;

e MaHenu ynpasfeHns — npeaHasHadeHbl 4na oTobpaXKeHus CBeAeHWUIA U BbINOJ-
HEeHUs AeNCTBUIN C 0B6bEeKTaMM.
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B nporpamMme nMetoTcs creayowme naHenm ynpasneHus:

MNMaHenb ynpasneHus | OnucaHue

Conep>xuT BUAXeTbl. BUaXeTOM ABNAETCS BU3yalbHbI 31EMEHT
CraTucruka MHTepdelica NporpamMmbl, HarlsA4HO XapakTepU3yOLWNn OauH
CUCTEMHbIV NapameTp

CoaepXXuUT cpeacTea yrnpasneHus KOMMboTepaMu.
MpeacTaenset co60i CXEMY 3/1EMEHTOB, COOTBETCTBYHOLMX
[OMeHaM, OpraHM3aLUnoHHbIM NoApasAesieHnsAM, cepeepam
6€30MacHOCTM 1 3alMLLIAEMbIM KOMMbIOTEPAM

KomMmnbroTepbl

Conep>XUT nHGOPMaLMIO 0 COBLITUAX TPEBOTU, MPOM3OLLEALNX HA
XXypHanbl TpeBor 3alWmLIaeMbIX KOMMbloTepax. ®oOpMUpYETCS U3 YBEAOMIIEHUI O
CO6bITUAX TPEBOIM, HaNpaeaseMbIx cepBepy 6e30nacHoCTU

ConepxuT nHdopMaLuio 0 CoBbITUAX, 3aperMCTPUPOBaHHbIX B

XXypHanbl cTaHUMM
JTOKasbHbIX XypHanax 3alumiaeMbIX KOMMbIOTEPOB

Coaep>xuT nHdopMaLmio 0 Ceccunsax AocTyna K cepeepy
XXypHanb! cepsepa 6e30nMacHOCTN, OTKPbIBAEMbIX KOMMOHEHTaMN M MporpaMMamMm
Secret Net Studio, Bk/to4as BHyTPEHHWE CECCUUN CaMOro cepeepa

ApXuBbI Conep>XUT cpeacTsa paboTbl C apXMBaMM XKypHasoB

OTueTbl CoaepXxXuT cpeactaa Ans paboTbl C oT4eTaMm

CopepXXuT cpeacTBa HAaCTPOMKM aBTOMATUYECKOW YCTaHOBKM U

Pa3BepTbiBaHue
pT o6HoBneHns MO Ha KoMnbloTepax

Macnopt MO CoaepXXuUT cpeacTBa HaCTPOMKKN MexaHM3Ma 3awmTel "MacnopT MO"
Co6bITuA cucrembl ConepxuT cBefieHnst 06 M3MEHEHWM COCTOSAHWUSI 06 bEKTOB CUCTEMBI
Coser.

Moapo6Hble cBeaeHNs 0 paboTe ¢ naHensiMy ynpaBneHns coaepxatcs B AokymeHTe [4].

MOHVITOpVIHF n oneparnBHoe ynpaBsrieHne

CeegeHuns 06 obLieM COCTOAHMM 3alMLLEHHOCTU CUCTEMbl COAepXKaTca B MHbOpMa-
LMOHHOM NaHenun "CraTtucrmka", npuMep KOTOPOWN MoKasaH Ha ClIeAyoWeM pUCYHKe.
[Ona npocMoTpa 3TUX CBEAEHUIN HaxXMuTe KHomMkKy "CraTuctuka" BBepxy naHenum Ha-
BUrauum (cnesa B OCHOBHOM OKHE).

(8 computer-2.TWinfo.local : Secret Net Studio - LienTp ynpasneria - m] X

® - ,

CTaTMCTHKA 53 24uaca 7aeeli 30 gneit 3 OBHosnmerca pas & 7w, Mocnegree obHosnerue: 14:15 ~+ fobasms suaxer (5

Tpesori BLICOKOrO yposHs TPeBOTY NOBLILIEHHOTD YPOBHA

0

3anpocs Ha
yroepxaeH... 3

1]

: -

L 0
26111418 211z '8 2611148 212 28

Ouwmbkn o
i &
computer-2TWinfolocal 7 computer-2.TWinfolocal 165

OBHapyseHHEIX BUPYCOB KoMNsioTepll € HADYLIEHVIEM LLenoCTHO...

0 0

0

Broxwpomn o
komnbioTepos (2

Moagniouen: computer-2TWinfoocal o cosumat @) |G B8 [
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NHdopmaumoHHasa naHenb "Cratucruka" coctomT n3 BUAXeToB. BuaxkeTtom asnsercs
BU3YyasibHbIN 3/1EMEHT UHTepdelica NporpaMmbl, HarNSAHO XapakKTepusyowmnii oanH
CUCTEeMHbIN NnapameTp. NaHesb N0 YMOAYaHUIO COAEPXUT (BUKCUMPOBaHHbIN Habop BU-
[XXETOB C HACTPOEHHbIMM NapaMeTpaMu oTobpaxxeHus.

Ha6op MOKa3aHHbIX Ha nNaHenn BUOXETOB, NMapaMETpbl UX OTO6pa)KEHVIF| n unx
pacnosioXdKeHne Ha NaHeN MOXHO MEHATDb.

Coser.
MoapobHble cBeaeHus o paboTe ¢ naHenbto "CraTucTuka" cM. B fokymeHTe [4].

CBeaeHMst 0 COCTOSIHMM KOMMbIOTEPOB MOXHO MOCMOTPETb B naHenu "KomnbtoTepbl"
Ha Bkiaake "CocrtosiHne", nmetowlen sma, nogobHbli NpeacTaBlieHHOMY Ha PUCYHKE.

= & Crpycaypa 0¥ P> Crpyxrypa AD e ® Onnetp ne sagan |l Mayza 3 4 @ Kewrwposars ~

COCTOAHKE HACTPOIKM WHOOPMALIMA. AWLIEH3NKA
OcHOBHbIe cBefeHuA 0b obbekTe

)
& BB computer-2TWinfolocal "
P Q computer-2.TWinfo.local piopesbeannar cenle
2 snispvinfolocal

KOTOPOMY OH OTHOCUTCA
2 computer-2.TWinfo Jocal
[ ———1 Bnoknposka Tpesorm
KowTpaE
[NocTynHele cpeacTea

3% DYHKLUMOHA/BHBIN KOHTPOJIb
d
Ana ynpaeneHva

Luckpeuuontos 3aTMpanMe AaHHBIX obbexTom

OBILEE NWLEH3MA
() Bunoaswts OK

OyHKUVOHaNLHEIF KORTPONS MPOfiASH yenewro

ynpagneHue

YT106b! BKIKOYMTb MM OTK/IKOYMTb NaHeb CBOWNCTB, BbI30BUTE KOHTEKCTHOE MEHIO AMs
obbekTa Ha gnarpamme naHenu "KomnbioTepbl" n Bblbepute komaHay "Ceoricrea".

OnepaTnBHOE ynpaBfeHue 3alnLLaeMblMM KOMNbIOTEPAMM MOXHO OCYLLECTBAATL KO-
MaHAaMW KOHTEKCTHOro MeHto obbekTa Ha naHenun "KomnbioTepbl" (nogmeHto "Ko-
MaHAbl"). KomaHabl OMepaTtMBHOrO YMpaBfieHUS MOryT MNPUMEHATbLCA TOMbKO K
BKJ/TIOYEHHbIM KOMMbIOTEPaM.

Coser.
MoapobHble CBEEHWS O MOHUTOPUHIE 1 ONEPATUBHOM YNpaBrieHUn cM. B AOKyMeHTe [4].

HacTpoiika napameTpoB 6e3onacHocTuH

YnpaeneHue napametpamu 6e30nacHOCTM OCyLLecTBNseTcs B naHenu "Komnblotepsb!"
Ha Bknaake "HacTtporku", KoTopas cCoaepXMUTCs B NaHenM CBOMCTB 06bekToB. YTobbI
BKJIIOUYNTb UJIM OTKIOUYNTb OTOBpaXkeHne naHenn CBONCTB, BbI30BUTE KOHTEKCTHOE Me-
HI0 ans obbekTa Ha AnarpamMme 1 BbibepuTe koMaHay "CBouncTea".

[ns ynpaBneHus napaMeTpamu 6e30nacHoCTM BblIbpaHHOro ob6bekTa HeobxoaMMo 3a-
rpy3vTb MapaMeTpbl C cepBepa 6e3onacHocTu. [ns 3TOro nepenanTe Ha BKIAAKY
"HacTporikn" n HaxxMuTe KHOMKy "3arpy3nTb HacTponku". Habop gocTtynHbiX napa-
METPOB 3aBMCUT OT TMNa BblbpaHHOro obvekTa. Mocne 3arpy3ky napaMeTpoB AN1s UX
06HOBNEHUNS UCMONb3YNTe KHOMKY "OBHOBUTL" B BEPXHEWN YacTU BKIAAKM.

MpuMep coaepXxmMMoro Bkiaakn "Hactponkn" npeacraBneH Ha CriefyoLweM pucyHke.

Secret Net Studio - C. Hauano pa6oTbi 1 6
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H IS & Crpyxrypa 0¥ > Crpyxrypa AD s ® Ounetp He s2zan - 11 nay=a fo o @ Keuruposams ~
COCTORHWE HACTPOKM WH@OPMALIMA JULEH3MIA
g
S ter-2.TWinfo.local .
& & computer-2TWinoacal I;I computer-2.TWinfo.local
@ snlsp.twinfolocal
) computer-2 TWinfo.Jocal £&F Wabnono! ~ [Dantie nonysens: 20:08:48 OBHoBUTE

06nacts oTobpaxeHua
rnapaMeTpos

= NONMTAKA i‘%\: BaBOBaH 3allunTa

Basosan saumra

7 Bxon s cucreny —
Kypran
Obnacts yP

ornasnenns Teneaoe Konmposaine Maxcuuanswli nepuon HeakrasHoCTH 20 . -
Knroun nonesoeatena BROKMPOSKH 3KpaHE y
Onossuishie o Tpesorsx
Kermpons ROP nogntaueniii

3anper ETOpULHOr ExOAA B CUCTEMT Brnroumts
Jaumra noKanLHLX pecypcon

[luckpeuyoHros yrpaseHues BOcTynoN
SaTMpanie AaHHbX Peskilin Ha nssATIE WASHTUGMKATODS He BrokuposaTs

MoanomasHoE yipasaeHite AocTynom

O6nactn oTobpaxxeHus pasgesneHbl Mexay coboin nepeasmuraeMmbiMm rpaHuuamm. MNpm
Heo6X0ANMOCTU MOXHO CKPbITb KaKyto-nnbo 06nactb, nepeaBMHYB ee rpaHuLy.

CaenaHHble U3MEHEHWNSA BCTYNAKOT B CUY MOC/TE COXpPaHeHUs. [1Ns cOXpaHEeHUs u3Me-
HEHWN NCNOJIb3YNTE KHOMKY "MpUMEHNTL" BHU3Y BKIAAKW.

CoBer.
MoapoBHble cBeaeHMs 0 HacTpoliKke NapameTpoB 6e30MacHOCTM cofepxaTcs B AOKyMeHTE [4].

Pa6ota c ueHTpan1M3oBaHHbIMU XXypHanamm

B 6a3e gaHHbIX cepBepa 6e30nacHOCTN HaKanJMBalTCA CleayoLme XypHanbl :
e XypHan cobbITuii Tpeeoru;

e )KypHasn cobbITuin;

e XYypHan cepsepa 6e3onacHoCTH.

K npuMepy, naHesnb XypHana cobbITUil TPeBOrM UMEET BUA, NoA06HbIN NoKasaHHOMY
Ha cfieflytoLLeM PUCYHKE.

COBBLITHA YTPQ3bI
fi Hosif . Orkprte
OIE SN T |
CTAHAAPTHBIE 3AMIPOCHI 23.042018..  Hapywerve uenoctiocm...  Kowtpons u..  LocalProtec..  computer-2TWinfolocal
ﬁ 3a sce ppena 23.04.2018.. Hapywenue uenocthoct.,.  KonTponb u..  LocalProtec..  computer-2.TWinfolocal NT @
B o 23.04.2018... Hapywerue uenoctHocti...  KonTpone w..  LocalProtec..  computer-2.TWinfo.local NT
Esaom 23.042018..  Mnorodisqran owmbkan..  Cepeuc obn.. UpdateClient  computer-2TWinfo.local NT E
E 3a 7 gymok .
23.04.2018... MuorokpaT 06nacTk oToBpaxeHns ceeaeHMil ) computer-2.TWinfo.local NT
E Bee suicoxoro yposna C‘ncas B @YTEHTUGMKALIMH. Aytertugin..  AuthServer computer-2.TWinfo.local /
3anpocamMu

B 5ce nosmiwennoro yposs T7.042018..  Orcas 6 ayrermadukaunn.  Ayrermagin..  AuthServ =
I Maxens HaCTpeHKH BbIBOA3

B bce wiscoro yposwn < 17.04.2018..  Orcas 6 ayresmuducauan.  Ayrermagn..  AuthSery ceegeHwit

ﬁ Necnearure 1000 coBeimuit 17.04.2018... QOrkas & ayTeHTUGMKALMH. Ayrentiudu..  AuthServer computer-2.TWinfo.local

3ANPOCHI
AETANBHO OBLLEE MAPAMETPhI KBMTWUPOBAHWE 1/29 (~

BHELIHWE XYPHANLI
Onucanue

Ha 3 =
PYLIERNE LEAGCTHACTR PECyPCa 06nacTe onMcanns cobermiil
TUn pecypca: 3HaueHUe peecTpa

MmA pecypea: HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\services\SNPAVANATag

T mmrwan: Dn st nnn wane e nammsan Camrng Riat Ohodin

MpoCMOTP M ymnpas/ieHne 3anucaMn XypHasoB, XpaHsawmuxca B B cepsepa 6e30-
MacHOCTW, OCYLLECTBAAIOTCS TO/IbKO B MporpaMMe ynpaeneHus. [ns 3arpysku 3anu-
celi B NaHeNu co3aaeTcs BKaKa, Ha3biBaeMas 3arpocoM.

3arpy>xeHHas nHgopMaums o cobbITUAX BbIBOANTCA B 06n1actn otobpaxeHus ceene-
HWI COOTBETCTBYIOLWEN NaHenn (CM. pUCyHOK Bblwe). ns aHannsa coaep>XmMMoro xyp-
HanoB NpeayCMOTPEeHbl pa3NnyHble peXnMbl 0TOBpaXxeHns ceeaeHuni.

B pexume "CobbiTvsa" BbIBOANTCA CMMCOK 3arpy>XeHHbIX 3anuceli XXypHanos B Tabnny-
HOl popMe. DTO OCHOBHOM pPexXunM A4f1s MpocMoTpa U yrnpaBieHns 3anmncsamu.

B pexnme "Yrposbl" BbIBOAUTCHA CMMCOK COBbITUI YIrpo3, NOSTlyYeHHbIX B pe3ysbTaTe
aHanm3a 3arpyXxeHHbix 3anmcein. CobbiTUSA yrpo3 nNpeacraBasioT cobor okaTbie uam

Secret Net Studio - C. Hauano pa6oTbi 1 7



© KOMMAHMA "KOA BE3OMACHOCTN"

pasbsACHSOLWNE CBeAEHNS O 3aperuMcTpMpoBaHHbIX COBbITUSAX. Pexxnm npeaHasHadeH
AN NpeacTaBfieHns agMUHUCTPaTopy WaM ayauTopy Haubonee BaXKHOM AN HUX
MHOpMaL KM U3 XKYPHaNOB.

Coser.
MoppoGHble cBeAeHNSs 0 paboTe C LeHTpanu3oBaHHbIMY XypHaram1 CoaepxaTcs B JOKymeHTe [4].

Secret Net Studio - C. Hauano pa6oTbi 1 8



JokymeHTauus
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1.

CpencTBo 3awmThl MHMopMauunn Secret Net Studio - C.
PykoBoAcTBO aAMMHUCTpaTOpa.
MprHUMNBI NOCTPOEHMSA

RU.88338853.

501400.00291 1

CpencTBo 3awmThl MHMOopMauunn Secret Net Studio - C.
PykoBoAcCTBO aAMMHKUCTpaATOpa.
YcraHoBka, 06HOBNEHME, yaaneHne

RU.88338853.

501400.00291 2

CpencTBo 3awmThl MHMOopMauunn Secret Net Studio - C.
PykoBoAcTBO aAMMHUCTpaTOpa.
Hacrpolika n akcnnyataums

RU.88338853.

501400.00291 3

CpencTBo 3awmnTbl MHPOopMauunn Secret Net Studio - C.
PykoBoAcCTBO aAMMHUCTpaTOpa.
LleHTpann3oBaHHOe ynpaBneHne, MOHUTOPUHI U ayanuT

RU.88338853.

501400.00291 4

CpenctBo 3awmTbl MHPOopMauunn Secret Net Studio - C.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

NokanbHaga 3awunTa

RU.88338853.

501400.002915

CpencTBo 3awmnThl MHPopMauunn Secret Net Studio - C.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyartaums.

CeTeBas 3awmTa

RU.88338853.

501400.00291 6

CpenctBo 3awmnTbl MHPopMauunn Secret Net Studio - C.
PykoBoAcCTBO aAMMHUCTpaTOpa.

Hacrporika n akcnnyataums.

[loBepeHHasa cpena

RU.88338853.

501400.00291 8

CpencTBo 3awmnThl MHMopMauunn Secret Net Studio - C.
PykoBoacTBO nosib3oBaTesns

RU.88338853.

501400.002 92
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