Secret Net Studio — C. COBMeCTMMOCTb C APYrMMU NPOrpamMMHbLIMU cpeacTBamMu

CpeactBo 3awutbl Hpopmauum Secret Net Studio - C
CBegeHus 0 COBMECTMMOCTM C APYrMMU NPOrpaMMHbLIMM CpeacTBaMU

[JaHHbI OOKYMEHT coaepXuT ceBefeHuss o coBMmectumocTn C3U Secret Net Studio - C (manee — Secret
Net Studio) Bepcum 8.5.5329.0 ¢ HeKOTOpbIMW APYrMMW MNPOrpaMMHbIMW CpeAcTBaMu MpU COBMECTHOM
PYHKUMOHMPOBAHUMN.
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1. MpoaykTbl komnauum "Kop 6esonacHocTn™

1.1. vGate

1. ObecneunsaeTcst coBMecTuMocTb ¢ MO vGate crneayowmx Bepcuii:

e 4.1 (Bknwyasa Hyper-V) — knmeHT Secret Net Studio coBMecTuM C areHToM ayTeHTUduKauum
vGate, Hyper-V-arentom, vCenter-areHTom;

e 4.0 (Bknoyasa Hyper-V) — knmeHT Secret Net Studio coBMecTuM C areHToM ayTeHTUduKauum
vGate, Hyper-V-arentom, vCenter-areHTom;

e 3.0 (Bknwyasa Hyper-V) — knmeHT Secret Net Studio coBmMecTuM C areHTOM ayTeHTudukauum
vGate, Hyper-V-areHToM, vCenter-areHToMm;

e 2.8 (Bknwuasa Hyper-V);
e 2.7 (Bknwuyasa Hyper-V);
o 2.6;
e 2.5,

2. He noanepxuBaeTcs pasMelleHune cepBepa 6e3onacHocTu Secret Net Studio u cepBepa aBTOpM3auuu
vGate Ha 04HOM KOMMblOTEpE. YCTaHaBAMBAWTE 3TN KOMMOHEHTbI Ha pPasHbIX KOMMblOTEpPax.

1.2. "KoHTUHeHT"

3. ObecneunBaeTcss COBMECTMMOCTb C KOMMOHEHTaMu nporpamMm ynpasneHuns AMKLL "KoHTUHeHT", pea-
Nn30BaHHbIMK Ha nnatdopme Windows.

4. Ob6ecneunBaeTcss COBMECTUMOCTb ¢ CK3W "KoHTUHEHT-AM" cneayroLlmnx Bepcui:

e 4.0;

o 3.7.7;
. 3.7.5;
e 3.7.3.

5. MNpu coBmecTHOM yHKUMOHMPOoBaHUM ¢ CK3U "KoHTMHeHT-AM" Bepcun 3.7.5 B XypHane npunoxeHun
Windows MOryT perncrpmpoBaTbCca cobbiTMs "3anpoweHHas Bepcusa sapa He noggepxusaetcsa”. OTu co-
6bITA HE 0Ka3blBAKOT HUKAKOro BAUSHUSA Ha paboTocnocobHOCTb 060MxX NpoAyKTOB. [ANnsA nogaBneHns ux
perncrtpaummn B kntode cuctemHoro peectpa HKLM\System\CurrentControlSet\Services\SnCCO co3pante
(ecnun oH otcytcTByeT) napameTp NoReportError (tvn REG_DWORD) 1 npucsolite eMy 3Ha4yeHue, oTny-
HOEe OT Hyn4.

1.3. "Cobonnb"

6. ObecneumBaeTcs COBMECTUMOCTb C u3aenuem "lMporpaMMHo-annapaTHbl koMmnnekc "Cobons"" cneny-
IOLLNX PEenn30B:

e 4.0.1 (Bepcusa 4.0.269 kopa pacwuperHnsa UEFI/BIOS);
e 3.1 (Bepcusa 3.1.3 koaga pacwmpenuns BIOS);

e 3.0.9 (Bepcusa 1.0.227 koaga pacwmpenms BIOS);

e 3.0.8 (Bepcusa 1.0.219 koaa pacwmpenus BIOS);

e 3.0.7 (Bepcusa 1.0.189 koaa pacwmpenus BIOS);

e 3.0.6 (Bepcusa 1.0.180 koapa pacwmpenuns BIOS);

e 3.0.5 (Bepcusa 1.0.153 koaga pacwmpenuns BIOS);

e 3.0.1 (Bepcusa 1.0.99 kopa pacwmpeHus BIOS).
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7. PeanunsoBaHa nogaepxka nnatbl MAK "Cobonb" 3.0 Mini PCI Express Half.

8. Ecnun ucnonb3yeTcs ceTeBoW pexuM (yHKUMOHMPoBaHWUs knneHTa Secret Net Studio, npu wHuumnanu-
3aumn MNMAK "Cobonb" Ha kKOMNblOTEpax AOMeEHa yunTbiBalTe cneaytowme TpeboBaHuns:

e  UCMOJb3YWTE NPW perucTpaunm aaMMHUCTPaATOpPa OANH U TOT XE UAEHTUdHMKATOP aaMUHUCTpaTopa
(unun ero konuto). Mpu 3TOM Ha NepBOM KOMMbIOTEPE pPerncTpaumnst aaAMMHUCTpaTopa BbIMOMHSAETCS
B peXMMe NepBUYHON PerncTpaumnmn, a Ha BCeX OCTaslbHbIX — B PEXUMe MOBTOPHOMN perncrpaumu;

e ans komnnekcos "Cobonb" ycTaHOBUTE 0AMHAKOBOE 3Ha4YeHMe napametpa "Bepcusa kpuntorpadu-
Yeckom cxembl".

9. Mocne o06HOBMEHUS K/IMEHTA PacYET KOHTPOJIbHbIX CyMM B MpOrpaMMHO-annapaTtHoM komnnekce "Co-
60nb" BbINOSTHAETCA NpY BTOPOW Nepe3arpyske KoOMNbloTepa.

10. lpu nepBoii Nnepesarpyske nocsae yctaHoBku nnatel 1 MO MAK "Co6onb 3.0" npoLecc KOHTpons an-
napaTHOM KOHdUrypauum He obHapyXWT U3MEHEHUs B annapaTHon KoHdurypaumu komnbloTepa. Mocne
BTOPOW nepe3arpyskun yCcTpomncTBo byaet obHapyXeHo.

11. B napameTtpe cucteMHoro peectpa HKLM\software\infosec\secret net 5\HwSystem\SableICExcludes
MOXHO yKa3aTb CMMUCOK KaTasoros AN UCKIYeHUs nx KoHTpons cpeacrteamum MNMAK "Cobonb". Hanpumep,
dYHKUMS UCKNoYeHNs MOXeT notpeboBaTbcs npu ucnonb3oBaHum MNAK B Bepcusax go 1.0.141 kopa pac-
wwupeHnsa BIOS nnatol n 2.0.82 MO ana OC Windows. B Takmx BepcusxX B KadeCTBe UCK/IIOYEeHNs cneagyeT
3apaTtb KaTtanor %SystemRoot%\WinSXS, nockosibKy MOryT BO3HWKaTb OLWWMOKWM KOHTPONS MpU OTCYT-
CTBMW peanbHbiX U3MeHeHun B dannax. MNpu mcnonb3osaHum MNAK "Cobonb" B ykasaHHbIX unan 6onee
Mo3aHUX BEPCUSAX UCKIOUYEHME KaTanora %SystemRoot%\WinSXS He TpebyeTcs.

12. LleHTpanusoBaHHble 3aganua KU ans MAK "Cobosb" oTobpakaloTcsi B JIOKa/IbHOM pexume nporpam-
Mbl "KOHTpO/Ib NMporpamMm u AaHHbiX" gaxke B TOM cnydae, ecnu NAK He yCTaHOB/IEH Ha KOMMNbIOTEPE MK
paboTaeT B aBTOHOMHOM pexunMme.

13. B aBTOHOMHOM pexumMe (PyHKUMOHWPOBaHMA knueHTa Secret Net Studio ecnn aaMuMHUCTpaTOp Bbi-
MOJSIHNT CMEHY MNapo/sia AOMEHHOrO Mosib3oBaTens, 3TOT Nnonb3oBaTenb He cMmoxeT BonTu B MAK "Cobonb"
no HosoMmy napont. MNonb3osaTtento notpebyercsa sontn B MNMAK "Cobonb" co ctapbiM naponem, 3arpy3uTb
CUCTEMY M CaMOCTOATENIbHO CMEHUTb CBOW Maposib.

14. Mpu npeobpasoBaHum xypHana MAK "Co6onb" B xypHan Secret Net Studio B 3anucax o cobbITuax
HapYLEHUS LLeNOCTHOCTU B HEKOTOPbIX C/lyyasiX OTCYTCTBYOT MMEHa pecypcoB.

15. B nporpamMMe "KOHTpONb NMporpaMM n AaHHbIX" Nepea coXpaHeHUEM NtobbiX UBMEHEHWUI B 3a4aHUAX
KoHTpons uenoctHoctn ans MAK "Cobonb" Heo6X0AMMO BbIMOMHUTL NEPepPACUYET KOHTPOJIbHbIX CYMM.

16. Mocne BK/OUYEHUS pexuma coBMecTHoW paboTbl B MAK "Cob6onb" BbINOSHSAETCA aBTOMaTuM4yeckas
OUYMCTKA COAEPXKMMOrO LWabSIOHOB KOHTPONS LLEeSIOCTHOCTHU.

17. MNpu noakntoyeHMn K paboTalwolleMy KoMMbloTepy Aucka SATA B pexume "ropsyero BKAKYEHMS"
(Hot-plug) dopmuposanme wabnonos KL, MAK "Cobonb" ana pasgenoB 3TOro Ancka BO3MOXHO TOJIbKO
nocne nepesarpysku KoMnbloTepa.

18. lMpu cMHXpoHM3aumm HacTpoek Secret Net Studio n MAK "Cobonb" He CUMHXPOHU3MPYETCS MpPU3HaK
6noknposku nonbsosatens s OC.

19. B pexuMme coBMecTHoM paboTbl ¢ MAK "Cobonb" npu nepeomM BxoAe nosb3oBaTtens B OC nocrne 3a-
rPy3KM KOMMbIOTEPA HE BbINOMIHAETCS aBTOMaTMYecKas KOppeKTMpoBKa naponsa ans sxoga B MNAK "Co-
6onb" B NnamMATK naeHTndmKaTopa B Cneayowmx cnydasx:

e ecnu B uaeHTUdMKaTope OTCYTCTBYET Maposb nosnb3oBaTenst (HanpuMmep, aagMWHUCTPaToOp MpPUCBOMI
nonb30BaTe o I/IﬂeHTI/ICbVIKaTOp, 3aTEM BKJTHOUU PEXUM XpaHEHUA nMapond, HO He npeabaBusi UAEH-
TndukaTop);

e ecnn naponb Ans Bxoga B NAK "Cobonb" He coBnagaeT c naposieM Ansa Bxoga B cuctemy (Hanpu-
Mep, He 6b1n NpeabsaBieH naeHTUdUKaToOp Npu CMEHe napons).

PekomeHpaumm: [Nonb3oBaTenb MOXET OTKOPPEKTMPOBATL Naponb B WAEHTU(MKAaTOpe B NPOLECCe MOBTOPHOIO BXOAA B CU-
ctemy 6e3 nepesarpyaku OC.

20. KOHTpONb LIESIOCTHOCTU PECcypcoB, B MYyTWU KOTOPbIX MPUCYTCTBYHOT cCreunasbHbie CMMBOMbI (Hanpu-
Mep, 3Hak "®"), He BbINONHSAETCS.

21. [Ons agmuHuctpaTopa MAK "Cobonb" He aeincteyeT pexuM "Maponb B naeHTugukatope".

22. 3adaHHbIA  nNapaMeTp  "MaKcuMManbHbI  CPpOK  AeNcTBMA naponsa”" He CUHXPOHU3MPYETCAa C
MAK "Cobonb", Tak Kak 3TOT NapaMeTp He MUCMNOJIb3yeTCsa B peXMMe COBMECTHOro ucrnonb3oBanusa MAK u
Secret Net Studio.

23. YT106bI NPUCBOUTbL MONb30BaTENO UAEHTUdMUKATOP aaMuHUCcTpaTopa MAK "Cobonb", naponb nosb3o-
BaTesns AOJXEH coBnaaaTb € naponem agMmuHuctpartopa MNAK "Cobonb".
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24. B ceTeBOM pexuMe pyHKUMOHUPOBaAHUA KIMeHTa Secret Net Studio ecnmM goMeHHOMY MoJIb30BaTENO
MpUCBOEH UaeHTUduKatTop aamuHuctpatopa MNAK "Cobonb" — nosb3oBaTenb MMeeT AOCTYN Ha agMUHU-
ctpupoBaHue Bcex MNAK "Cobonb" B cncreme (He3aBMCMMO OT TOrO, KaKMe KOMMbIOTEPbI NEepeYNCEHbl B
CNNCKe AOCTYMHbIX MoJjib30oBaTesto). Mpy 3TOM CMEHUTL CBOM Maposib NOSb30BaTE/lb MOXET TOJIbKO Ha Tex
KOMMblOTEpPAX, KOTOPbIE MEpPEUNCIIEHbI B CMUCKe (MPU HaAU4nm Ha HMX nogkntoveHHoro MAK "Cobonb").

25. Mpw BXOAE C MCMOSb30BaHNEM MAEHTUhMKATOpa, NMPMCBOEHHOIO MOJSIb30BaTENO CpeacTBaMu Secret
Net Studio, B NMAK "Cobonb" MoxeT perncrpmpoBartbcs cobbitne "Owmnbka KC B namMaTtn maeHTudukarto-
pa", ecnn B nAeHTUdUKATOP HEe 3anucaHbl Naposib MOJSb30BaTeNs W 3aKpbiTbld K4, B 3TOM cnydvae
owmnbka CBsi3aHa C Ha/IMYMEM MYCTOWN CTPYKTYPbl B MAEHTUDMKATOPE N He BAUSET HA PYHKUNOHUPOBaHME
MAK "Cobonb" n Secret Net Studio. Pernctpaums cobbiTns npekpaliaeTcs nocne 3anucu B naeHTuduka-
TOp Maponsi UM 3aKpbITOro Kto4va nonb3oBaTtens.

1.4. KoHTMHeHT TLS-knueHT

26. ObecneunBaeTcss cOBMeCTUMOCTb ¢ CK3W "KOHTUHEHT TLS-KIMEHT" cneayowmx BepCcuii:
o 2.0;
o 1.2.

1.5. Jinn-Client

27. ObecneunBaeTtcs coBMecTuMocTb ¢ CK3WM Jinn-Client Bepcun 1.0.

2. AHTUBMpPYCHBbIE CpeAcCTBa 3alimThbl

2.1. O6bwee

28. MMpwu coBMecTHOM paboTe ¢ aHTUBMPYCHbIM MO pekoMeHAYyeTCs B HAacTpoKax aHTUBMpYca Ao6aBnsTb
B WCK/IIOMEHMS KaTanor yctaHoBkM knueHTa Secret Net Studio co Bcemn nogkatanoramu. Ecnu HeBo3-
MOXHO OTK/I0YMTb MPOBEPKY BCEro Katanora (u3-3a NoanTUKM 6e30nacHOCTU U HanM4ums UCNONHSAEMbIX
mMoaynen) — obsasatenbHo ykaxwute noakatanorn \GroupPolicy, \icheck n \etalons. Kpome ToOro, ecnm
BK/tOYeHa TpaccupoBka paboTbl Secret Net Studio, nobaBbTe B WCKIOYEHUA ANS aHTUMBMpYyCa nNanky
c:\logs. B npotneBHOM cniyyae paboTa CUCTEMbI CYLLECTBEHHO 3aMea/INTCH, U MOryT BO3HMKaTb cbowu.

2.2. Mpopayktbl koMmnaHum "Jlaboparopusa Kacnepckoro”

29. ObecneuymBaeTcsl COBMECTUMOCTb CO CNEAYIOLUMU NMPUNOXKEHUSIMU
e "Kaspersky Endpoint Security ana Windows" sepcun 11, 10.3, 10.2, 10, 8;
e "AHTMBMpYC Kacnepckoro" Bepcun 12.

30. CoBMecTHasa paboTa c npunoxeHunem "Kaspersky Endpoint Security ansa Windows" Bepcun 10 BO3-
MOXHa CO CNeAylWnMm orpaHUYEHUSIMU:

e MPUNOXEHMEe A0MKHO 6bITb ycTaHOBNEHO 6e3 Moaynen wnudpoBaHnsa AUCKOB U Galinos;

] npu COBMECTHOM pa60Te NpoABNAAKTCA 3a4EPXKKU B nNpoueaype Bxoda nonb3oBaTtens B CUCTEMY (Ha
3Tane 3arpy3ku I'IpO(bMﬂFl I'IOJ'Ib3OBaTeﬂF|) M Npn nepexoaax no KartasoraM Ha CETEBbIX ANCKaX;

e ANS yCNewHOW yCTaHOBKM KOMMOHEHTOB CETEBOM 3alMTbl Nepes yCTaHOBKOW knneHTa Secret Net
Studio pekoMeHAyeTCS YCTaHOBUTb BCe A0CTYyNHble o6HOBNeHus Kaspersky Endpoint Security.

e OTAeNbHble 3aWnTHble noacuctembl C3U Secret Net Studio HecoBMmecTuMbl ¢ Bepcmen 10.2 (npu-
YUMHOWN HECOBMECTUMOCTU SIBMISIETCS peanun3oBaHHas cxeMma paboTbl ¢ dainoson cuctemom B MO
yKasaHHOM Bepcun).

31. V3-3a ocobeHHoOCTe (yHKUMOHUPOBaHMS npunoxeHus "AHTuBupyc Kacnepckoro" Bepcum 13.0.1
OrpaHUYeHbl BO3MOXHOCTW COBMeCTHOM paboTbl. lNpuyMHa orpaHWYeHuin — BO3HUKAKLWME KOHMAUKTbI
noacCMUCTEM nepexBaTa U KOHTPOS UCMOSTHEHMS CKPUMTOB.

PekomeHpauuu: ObHoBuTE Npunoxerune "AHTBMPYC Kacnepckoro" Ha Gonee HOBYO BEPCHIO.

32. Mpu ycTaHOBKe ApaliBepa cpeacTBa annapaTHol noaaepxku Secret Net Card npunoxeHue "AHTU-
Bupyc Kacnepckoro" MoXeT BblgaTb 3anpoc Ha npoosikeHue paboTbl nporpamMmmbl ¢ (pOpMyNMpPOBKOM
"noao3puTenbHas yCTaHOBKa ApariBepa". [Ins yCTaHOBKM HEO6X0AMMO pa3pelmnTb 3arpy3Ky apaneepa.

33. B ceTeBOM pexuMme GyHKUMOHMpPOBaHUS KneHTa Secret Net Studio ecnu Ha KoMnbloTepe yCTaHOB-
neH komnoHeHT Kaspersky Anti-Hacker, B ero HacTponkax Heobxoammo nmbo OTKAKUYNTL NPOBEPKY Tpa-
duka SSL, nmbo BHecTM mcnosnHsemblt dannn OmsHost.exe B CNMCOK AOBEPEHHbIX NPOrpaMMm M co3aaTtb
npasuna ans noptos 443 n 389.
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2.3. Mpoaykrtbl kKoMmnaHum "[okTop Beb"

34. ObecneunBaeTcss COBMECTUMOCTb CO CNEeAYLWNMN NMPUTOXKEHUSAMU (C YUYETOM OBLLIMX peKkoMeHaaumni
AN COBMECTHOWM paboTbl C aHTUBUPYCHbIMW CPEACTBAMM 3aLLMUThI):

e "Dr.Web Enterprise Security Suite" Bepcuin 11, 10, 6.0.

35. lMepepn yctaHoBKOW UNu yaaneHneMm knveHTta Secret Net Studio B npunoxeHun "Dr.Web Enterprise
Security Suite" Bepcun 6.0 He06X0AMMO OTKNOUUTL pexuM "3anpewatb MoANDUKALMIO BaXHbIX 06bek-
ToB Windows".

36. Mepen ycTtaHOBKOW Unu yaaneHueM knveHTa Secret Net Studio B npunoxenun "Dr.Web AHTuBupyc"
Bepcuii 8.1, 8.0 Heo6Xx0AMMO ANA MUHMMANbLHOIO YPOBHS NMPEBEHTUBHON 3alinThbl (3a4aH MO YMOMYaHUIO)
BK/TIOUMTb PEXWUM pa3peLlleHns AEUCTBUIA C 3awmaemMbiMm obbekTtamm "MapameTpbl o6onoukmn Winlogon™
n "ABTo3anyck o6onoudkmn Windows".

37. CosMecTHas pabota c npunoxeHusamu "Dr.Web Enterprise Security Suite", "Dr.Web AHTMBMpYC" K
"Dr.Web Security Space" Bo3MOXHa CO cneayrLwmmm orpaHMyYeHnsaIMn:

e ecnu BKIOYeH HbpaHaMayap, nepen yctaHoBKoM knueHTa Secret Net Studio HeobxoamMo mnu oT-
KnwunTe 6paHaMayap, WM co3gaTb MnpaBuia paspelleHus ceTeBbiX coeanHeHun ana LDAP-
noptoB 50000, 50002, 50003. MNocne ycTaHOBKW KAMEHTa AO0J/IKHbI 6bITb CO34aHbl NpaBuna pas-
pelweHns ceTeBbiX COeAUHEHUW ANnsa npoueccoB Snichecksrv (nopT 21327 u ykasaHHble LDAP-
noptbl) U SNHWSrv (nopt 21326). MNMpaBuaa MOXHO CO34aTb Ha OCHOBE 3arnMCcen B CTaTUCTUKE CO-
eanHeHni 6paHgmayapa. Takxe, ecnm B CTaTUCTUKE COEAMHEHUNA NPUCYTCTBYIOT 3annucu O NonbIT-
Kax coeamHeHus co cTopoHbl npouecca Windows Logon User Interface Host (Ha OC Windows 7),
HeobxoAuMO co3aaTb NMpaBuIo AN 3TOr0 npouecca U CooTBeTCTBYloWero nopta. lNpu oTcyTCTBUK
paspeluarowmx npasma MOryT BO3HUKaTb owunbkn n c6om paboTbl CMCTEMbI — HanpuMep, OWNBKN
CUHXpoHu3aumm ¢ bl KU-3MC nnn 3aBucaHmnsa npu pasbyioKMpOBKE KOMMNbIOTEpPA UAM NpPU BbiIXoAe
M3 CRsiLLero pexuma;

e Mpu MosiBNeHUM 3anpocoB bpaHaMayspa Ha paspelleHue CeTeBbIX BbI30BOB A/ 3amnyCKaeMblX
noacucteM knmeHta Secret Net Studio (npu ycTaHOBKe KJIMEHTa WM No3xe B npouecce PpyHKUM-
OHMpOBaHUs) — HeobxoaMMOo BbiIbUpaTb BapuaHT paspelleHns paboTbl COOTBETCTBYIOLWNM CYX-
6am no ymonuanuio (6e3 noaTeepxaeHuns).

38. Ecnn B aHTMBMpYCE OAENCTBYET PEXMM KOHTPOJISI HU3KOYPOBHEBOIO AOCTyNa K AMCKY, BNOKMPYHOTCS
onepauun BKIIIOYEHUS U OTKJTIOYEHMSA MexaHu3Ma 3awmnTbl guckoB Secret Net Studio.

PekomeHpauuu: [ns ynpasneHnsa MexaHn3MoMm 3allnTbl OAUCKOB OTKITHOYMTE B aHTUBUPYCE KOHTPOIb HU3KOYPOBHEBOIro AOCTY-
na K AnCky.

2.4. MNMpopayxkTtbl kKoMmnaHum Sophos

39. Peanun3oBaHO KOPPEKTHOE BbINOSIHEHME Mpoueaypbl BXoda B CUCTEMY MPU COBMECTHOW paboTe C
npunoxeHunem "Sophos Anti-Virus" Bepcun 10 ¢ BK/IIOYEHHBIMM ME@XaHM3MaMM NOTHOMOYHOIO ynpaBneHus
aoctynom m/vnn 3MC.

2.5. Mpoayktbl KOMNaHMm Symantec

40. Npu coBMecTHol pabote c MO Symantec AntiVirus Bepcun 10.0 MOryT permcTtpmpoBaTbCsl Hapylle-
HMSA LeNOCTHOCTU M3-3a TOro, YTO AaHHOE MPUSIOXKEHWE B KaXXAOM CeaHCe pernctpupyeTt u yaanseT cob-
CTBEHHYIO CNyXx6y B peecTtpe.

PexomeHpaumun: [pu HeobxogumocTu wucnonb3oBaHust Symantec AntiVirus CHUMWTE C  KOHTpOnNsi BeTBW peecTpa
HKLM\System\CurrentControlSet\Services\EraserUtilDrv10500 n HKLM\System\CurrentControlSet\Services.

3. OchmcHbIEe NpUNoXeHus

3.1. Microsoft Office

41. Ob6ecneumBaeTcss COBMECTMMOCTb CO CleaylolWmMMM BepcusiMmn naketa Microsoft Office (¢ yueTom oco-
6eHHOCTEN, N3NOXEHHbIX HUXE):

e 2016;
o 2013;
e 2010;

e Office Starter 2010;
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42. Ecnn  npoucxoaaT ownmbKM  npu  3arpyske nnarnHoB  Secret Net Studio B npunoxeHus
Microsoft Office, 3T NnpunoXeHns MOryT OTKJIIOUYUTb @aBTOMATMYECKYIO 3arpy3Ky MjiarmHoB. DTO NpuBeaeT
K HEBO3MOXHOCTW KOPPEKTHOW nepefayv napaMeTpoB neyaty AOKYMEHTOB B MOACUCTEMY KOHTPOAS ne-
yaTu. B yacTHOCTK, He ByaeT yunTbiBaTbCS 3aJaHHOE KOJIMYECTBO KOMUIN pacrnevyaTbiBAaeMbIX JOKYMEHTOB
M MOryT HenpaBuibHO 0bpabaTbiBaTbCA NapaMeTpbl NeYaTM HECKOSbKMX CTpaHuL Ha nucte. Kpome Toro,
B XpaHWIULLE TEHEBOIO KOMMpoBaHMS ByaeT COXpaHSATbLCS He BECb AOKYMEHT, a TO/IbKO Ta €ro 4yacTb, KO-
Topas 6blna oTnpasneHa Ha neyaTb.

Pekomenpauumu: ins pewleHnsa FIpO6I'IeMbI BbINOMHUTE Crieayowime JencTBus ¢ napameTpaMmu CUCTEMHOIo peecrtpa:

e ypanute napametp (napametpbl) HKCU\Software\Microsoft\Office\<Ver>\<App>\Resiliency\Disabledltems, rge <Ver> —
Bepcust MSOffice (14 — 2010, 15 - 2013, 16 — 2016), a <App> — npunoxerue Office (Word, Excel);

e BOCCTaHOBMTE 3HayeHWe 3 ana napametpa LoadBehavior (tun REG_DWORD) B kntove  (knmtouax)
HKLM\Software\Microsoft\Office\<App>\Addins\<Plug-in> (ecnu ycraHoeneHa 32-paspsigHas Bepcus Office B 64-
paspsigHoin OC — kntoy HKLM\Software\Wow6432Node\Microsoft\Office\<App>\Addins\<Plug-in>), roe <App>— npuro-
xenne Office (Word, Excel), a <Plug-in>— wumsa nnarvHa, cootsetcTsytowero npunoxenuio Office (SnMsoWord-
Agent.Addin unn SnMsoExcelAgent.Addin).

43. Ecnu naket Microsoft Office yctaHoBneH 6e3 noaaepxku VBA (Visual Basic for Application), npuno-
»eHus Office PyHKUMOHNPYIOT CO CneaywmMMn 0CoO6eHHOCTAMM:

] npun BKNKYEHHOM peXUME KOHTPOSIA nedaTthn ANA OTKPbIBA€MbIX OAOKYMEHTOB MOryT BbIBOAUTbLCA
npegynpexageHma 06 OTCYTCTBUU NoAAEPXKN MaKpOCOB U 3/71IEMEHTOB ynpaBiieHUd,

e CO34aHMe N pepakTupoBaHue darna wabnoHa Normal.dot/Normal.dotm Heob6xoanMo BbIMONHATL
MpwY OTK/IIOYEHHOM peXMMe KOHTPOIA neyaTu.

44. B npunoxeHuax Microsoft Office Bepcun 2010 M Bbile NpU BKIKOYEHHOM peXMME MapKUpPOBKU C
pacwmpeHHon 06paboTkor UrHOPMPYIOTCA NapaMeTpbl neyaTu ABYX wam 6onee cTpaHuu Ha AucTe, 3a-
AaHHble B NpUNoXeHuun (U3-3a ocobeHHOCTeN peanmsaunm neyaTn B 3TUX NPUIOXKEHUAX).

PekomeHpaumu: I'IpM HeobX0AMMOCTY NeYaTi HECKOMbBKIX CTpaHuy Ha nncre MCI'IOJ'Ib3yl7ITe napameTpbl B guanore HaCTPOVIKM
neyaT anda npuHTepa.

45. Mpwn nepexoae ¢ Microsoft Office npeablaywmMx Bepcuit Ha Bepcuto Microsoft Office 2013 Bo3MoXHa
HEKOppEeKTHas perncrpaumnsi CUCTeMHOro uHTepderica, KoTopbiri ncnonblyetcs ans paboTbl NoACUCTEMDI
KOHTpOAS NedaTtn. B pe3ynbTaTe 3TOro, Npu BKAOYEHHOM peXuMe MapKMpPOBKW C paclumpeHHolr obpaboT-
KOM, B HeKOTopbIX npunoxeHusax Microsoft Office 2013 (Hanpumep, Microsoft Excel) moxeT 6nokupo-
BaTbCs Me4yaTb AOKYMEHTOB — MOC/Ae OTNpaBKM Ha Mne4daTb MOBTOPHO BbIBOAUTCS AMANOr HACTPOWMKWU, HO
CaM JOKYMEHT He pacnedyaTbiBaeTcCs.

Pekomenpauuu: [1ns BOCCTaHOBMNEHWS BOSMOXHOCTY neyaTu 0TKpOl7ITe OKHO KOMaHgHoM CTPOKM, BbIMONHMB 3aMnyCK OT UMEHU
aaAMWHUCTPATOpPa, 1 BBEAUTE KOMaHAbI:

o 1na 32-paspsigHon OC:
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll
o 1515 64-pa3psgHon OC:
c:\windows\syswow64\regsrv32.exe c:\windows\syswow64\oleacc.dll
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll

46. B HekoTOpbIX npunoxeHuax (Hanpumep, Microsoft PowerPoint 2010) npu BKIKOYEHHOM pexume
MapKMpoBKkK (CTaHpaapTHas MM pacwmpeHHass obpaboTka) mnam pexmme TEHEBOro KOMUPOBAHUSA OOKY-
MEHTOB MPWU MeYaT! MOXET HE YUYUTbIBATbCA KOSIMYECTBO KOMWIA, 3a4aHHOE B AManore HacTPOMKK nedyaTtu
B MPUIOXEHUN. B TaknMx criyyasx BbINOSHAETCA NeyaTb O4HOro 3K3eMnisipa AOKYMEHTa.

47. Ecnu B fokyMmeHTe Microsoft Excel Ans n1MCToB ykasaHbl pa3siMyHble 3HaueHUss napameTpa "KauvecTtso
neyatn" (Hanpumep, ans Tabnuubl JIMCTl ykasaHo 3HayeHue "600 Toyek Ha awonMm", a ansa Tabnuupl
Nlnct2 — "1200 Touyek Ha AworM"), Npu OoTNpaBKe 3TUX JIMCTOB Ha MeyaTb MOryT CO34aBaTbCs HECKOSIbKO
3ajaHnin neyaTtn. MNoapobHbie cBegeHns o6 atom cM. http://support.microsoft.com/kb/168563. Mpu
BKJIIOYEHHOM peXxuMe MapKupoBKM (CTaH4apTHas wau pacwupeHHas obpaboTka) moacmcreMa KOHTPOSs
neyatn obpabaTbiBaeT NosyyYeHHblE 3a4aHNA NeyYaTn AOKYMeHTa Mo OTAENbHOCTU, B pe3ynbTaTe 4yero 40-
NOJTHUTENIbHO MOTYT MPOSBAATLCSA cneaytowmne 0CobeHHOoCTH:

e [auanor ans BBoAa 3HAYEHW B HaCTpanBaeMble MOJZIA MapKepa BbIBOAUTCA HECKOJ/IbKO pa3 — no
KONn4ecTBey 3ajaHui neyaTu;

e pacrneyaTbiBAaeTCs HECKOJIbKO CTPaHML, C MapKUpOBKOM Ha 06paTHOI CTOPOHE NnCTa;
e B )XypHane Secret Net Studio peructpmpyeTca HeCKonbKo rpynmn cobbiTuii neyaTu.

PekomeHpaumm: Ykaxute anst JOKyMEHTa OAMHAKOBbIE 3Ha4eHUs napameTpa "KauecTBo neuatn” (cBemeHms o cnocobax ns-
MeHeHWs 3HaueHui cM. hitp://support.microsoft.com/kb/168563).
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48. B npunoxeHun Microsoft Excel npu neyatv AOKYMEHTa MOXET HECKOJSIbKO pa3 BbIBOAMTLCA Auarior
[Ns BBOJ@ 3HAYeHW B HacTpavMBaeMble Nonsi Mapkepa. [JaHHas 0CO6eHHOCTb MPOSIBNSIETCS MpU Crepyto-
WMX YCIIOBUSAX:

e BKJ/IIOYEH PEXMM MapKMPOBKWU CO CTaHAapTHOW 06paboTkoit;
e MeyaTb BbIMNOSIHAETCS Ha MPUHTEP C aKTUBHOW dYHKLMEN ABYCTOPOHHEN nevaTtw;
e B NpUIOXeHUN BbibpaH pexunM "HaneuaTaTb BClo kKHUry" (Print Entire Workbook).

PexomeHpaumm: YkasbiBaliTe OQMHAKOBBIE 3HAYEHWs B HAaCTpaMBaeMblX MOMSX Mapkepa B MOSBMSIOWMXCS Avanorax umm
BKITIOYNTE pacLLMpeHHyto 06paboTky Ans pexuma MapKUpoBKM.

49. Tpu BKOYEHHOM peXnMe MapKUpPOBKK C pacluMpeHHo 06paboTKoi KaTeropms KoHbUaeHUManbHo-
CTW pacneyaTbiBAaeEMOro AOKYMEHTa ONpeaenseTca cneayoumm o6pasom:

e €C/NIN OOKYMEHT 3arpyxeH us cganna B npunoxeHune Microsoft Word nnmn Excel u He 6bin Mmoandu-
LMpOBaH rnepes nedaTtblo — KaTeropusi KOHOUAEHUMANBHOCTM NMpU NedyaTyu onpeaenseTcs no Ka-
Teropuun danna;

e BO BCEX OCTalIbHbIX C/ly4yasiX KaTeropus KoOHMUAEHLMaNbHOCTM AOKYMEHTa Npu nevyaTu onpeaens-
€TCa Mo YPOBHKO Mpouecca, M3 KOTOPOro OCYLUECTBASIETCS neyvatb (NpU OTKIAOYEHHOM pexume
KOHTPO/I MOTOKOB — MpoOLEeccy MpuUCBauBaeTCsl YpoOBeHb KOHMWUAEHUMANbHOCTU, PaBHbINA
HauMBbICLUEN KaTeropum KOHMOUAEHUMANBHOCTN OTKPbIBaBLWINXCS hainoB, Npu BKIYEHHOM peXu-
Me KOHTPOJIsSi MOTOKOB — MPOLEeCcCy NpuUcBanBaeTCsl YPOBEHb KOH(PUAEHLMANBHOCTU CECCUN).

50. B npunoxeHusix Microsoft Office usMeHeHUs AOKYMeHTa COXpaHSIlOTCS He B MCXOAHOM daiine 3Toro
OOKYMeHTa, a B HOBOM dalifie C TeM Xe nMeHeM. 1o 3ToNn NpuunHe B YC/IOBUAX ANMCKPELMOHHOro un/mnu
NO/THOMOYHOIO pa3rpaHNYeHns AOCTyna peKoMeHAYeTCs yYCTaHaBAMBaTb HYXHble npasa A0CTyna v KaTe-
ropvn KOHMUAEHUNANBHOCTU HE HEMOCPEeACTBEHHO Ha caM ¢dawnn, a UCNonb30oBaTb MEXAHM3M HacnenoBa-
HUSA ANS KaTanoros, B KOTOPbIX coAepXaTcs AaHHble dannbl. Ecnun xe aTpmbyTbl 6e30nacHOCTM 3a4aHbl
HenocpeACTBEHHO ANAa dainna, BO3MOXHbI Creayolme nposBieHns:

e cHpacbiBalOTCA ABHO 3a/laHHble AUCKPELIMOHHbIE MpaBa AOCTYMNa Npu coxpaHeHumn daina;
e COpacbIBAaeTCA MM U3MEHAETCA KaTeropmns KOHOUAEHUMANbHOCTU AOKYMEHTA NpU ero COXpaHeHuu;

e 6nokupyetca oTkpbiTMe daina C 3a4aHHbIMKM KaTeropysmMm KoHMOWAEHUMANbHOCTU U3 CETEBOro
pecypca.

51. YT06bI 06ECNEUNTb KOPPEKTHYIO paboTy npunoxeHus Microsoft Word B pexunMe KOHTPOSIS MOTOKOB,
OCYLLEeCTB/SIeTCA NepeHanpas/ieHne BbiBOAA AJ1S1 CTaHAAPTHbBIX KaTasioroB XxpaHeHus wabnoHoB nporpam-
Mbl. CneacTBmMeM 3TOro SIBNSIeTCS He3aBMCUMMOCTb CAeNaHHbIX n3MeHeHun wabnoHoB MS Word B ceccusax
C pasfIMYHbIMU YPOBHAMU KOHDUAEHUNANBHOCTU — TaK KaK MCMOJIb3YIOTCS pa3Hble KaTasiorM Ana xpaHe-
HUS (annoB WabnoHoB. TupaxnposBaHne M3MEHEHU B WabNoHe MOXHO BbIMOJHUTL CrieaylowmnM obpa-
30M: OTKJ/IIOUMTE pPEXWUM KOHTPOSSi MOTOKOB M B peaaktope Word BbIMOJHUTE HYXHbIE W3MEHEHUS
wabnoHa. 3aTeM BOMAMTE B CUCTEMY C NMpaBaMyM agMUHUCTPATOpa, KOTOPOMY Ha3Ha4yeH HauBbICLLIWNI ypoO-
BEHb A0OMNyCKa K KOHpMaeHUManbHo nHhopMaunum U npeaoctaBneHa npuBUIErys Ha ynpaBfieHne KaTe-
ropusMm  KoHdUAEHUMANbHOCTU. 3arpy3uvte nMporpaMMmy HacTpPOMKWM MNOACUCTEMbI  MOJSIHOMOYHOMO
ynpasneHuns AOCTYNOM M 3anyCcTuTe Npouecc HacTpPorKM napamMeTpoB npunoxenusa Microsoft Office (ans
3TOro MOXHoO BbibpaTb pasgen "Bpy4Hyto | lMporpammel | Microsoft Office" n HaxaTb kHOMKy "HacTtpo-
nTb"). Mo OKOHYaHMM NpoLecca HAaCTPOMKU BKIIHOYNTE PEXNM KOHTPOJISt MOTOKOB.

52. Ha komnbioTepe ¢ OC Windows 8.1 unu Windows Server 2012 R2 ¢ BK/IIOYEHHBIM PEXMMOM KOH-
Tpons NOTOKOB B npunoxeHuun Microsoft Office 2010 moxeT Bo3HMKaTb owmnbka "HeT goctyna" npu oT-
KPbITUM [AOKYMEHTOB C CETeBbIX pecypcoB. [Ans ycTpaHeHus owunbku pobaBbTe B CMMCOK MyTel Ans
nepeHanpasneHus BbiBoga arnnos nyTb: \appdata\local\microsoft\windows\inetcache\content.mso.

53. Ecnu npunoxeHuns Microsoft Office Bepcumn 2013 6yayT MCNONb30BATbCA B PEXMME KOHTPOJIS MOTO-
KOB, Nepea BK/IIOYEHNEM pexmma PEKOMEHAYETCS BbIMOJHUTb OUYUCTKY K3La paHee 3arpy>XeHHbIX AOKY-
MEHTOB M OTK/IOUUTb KIWKMPOBaHWe (4N BpEMEHHbIX KONUI GaliiioB YCTAaHOBUTb PEXUM yAasieHusl nocne
3aKpbITUS) WX OrpaHUYNTbL BPEMS XpaHeHUs GalknoB B Kawe. [na ynpaBneHus napameTpaMm Kawa Ao-
KYMEHTOB MCMofb3yeTcs KoMnoHeHT "LeHTp otnpasku Office 2013". 3anyck AaHHOrO KOMMNOHEHTa Heob-
XOAMMO BbIMOMHUTE KakK MWHMMYM OAWH pa3 Ans aBTOMaTMYECKOro CO34aHus KaTanora kawa. lNocne
3TOro Moxet 6bITb BbINOSHEHA HACTPOMKa nepeHanpaBieHus BbiBoda (aliioB C MOMOLbIO NpOrpamMmbl
HaCTPOMKM NOACUCTEMbI MOSIHOMOYHOIO YNpaBiieHUs A4OCTYMOM.

3.2. OpenOffice

54. Ob6ecneunBaeTcs COBMECTUMOCTb CO C/eayoWwmnMn Bepcuammn npunoxeHmns OpenOffice:
e 4.1.3;
e 4.1.0;
e 3.4.1.
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55. [ns paboTtbl c npunoxeHnem OpenOffice B koHbMAEHUMANBHBIX CECCUSX PEKOMEHAYeTCs B Mpo-
rpaMMe HaCTPOMKW A1 peXMMa KOHTPOSS MOTOKOB BbIMOJIHUTb HACTPOWKY MapamMeTpoB paboTbl 3TOro
npunoxeHus. Mpouecc HaCTPOMKM MOXHO 3anyCTUTb HENOCPEACTBEHHO ANa npunoxeHus (pasagen "Bpyu-
Hyto | Mporpammbl | Openoffice.org") nam BKNKOUYUTL PEXUM aBTOMATUYECKOM HACTPOMKU MPUMOXKEHUS B
pasaene "BpyuyHyto | Mporpammbl" n 3ateM nmMb0 BbINOSHUTL HACTPOWKY CUCTEMbI C TEKYLWMMM MNapaMeT-
pamn (pasgen "AsToMaTuueckun"), nmbo HacTpouTb Npodunm nonb3osatenen (pasgen "BpydHyto | Monb-
3oBaTenun"). Ecnm HacTpolika NpUIOXEHUS HE BbIMOJIHANACk, BO BpeMs paboTbl B KOHpUAEHUMANbHbIX
ceccusiX npu MNonbITKE COXPAHEHUS U3MEHEHWW MOryT yAansaTbCsd HeKOHdUAeHUManbHble dannbl, pacno-
NIOXKEHHble B HeKOHMUAEeHUManbHbIX KaTanorax.

56. lpu paboTte c AokyMeHTamMu B npunoxeHnn OpenOffice 3 ¢ BkIOUEHHbIM KOMMNOHeHTOM "Cpeactso
6bICTPOro 3anycka" nposBASIOTCSA cneayrowme ocobeHHOCTU: NOoCie 3aKpbiTUS MPUIOXKEHUS, B KOTOPOM
obpabaTtbiBanca kKoHbWAeHUMaNbHbIM AOKYMEHT, CeAyoLWmMi 3anyCck B 3TOM ceaHce paboTbl nonb3oBaTte-
ns 6yAeT BbIMNOSIHEH C TEM Xe YPOBHEM KOHMMAEHUNANBLHOCTU (MW Bblille, eCNn OTKPbLIBAETCSH AOKYMEHT
c 6onee BbiCOKOM KaTeropuemn). N3-3a 3Toro AOKYMEHTbI C KaTEropnem KOHpuUAeHUManbHOCTU HUXE, YeM
MaKCUMasibHasi KaTeropus npeabiayLwmx OTKpbITbIX AOKYMEHTOB, 6yayT obpabaTbiBaTbCs Npu nevatm Kak
MMeloLmMe KaTeropumio, paBHy0 YPOBHIO KOHMOUAEHLMANbHOCTU MPUIOXEHUS.

PekomeHpaumm: [Insi KOppPEKTHOW neyaTn JOKYMEHTOB C Pa3fMYHbIMK KaTeropusiMi KOH(PMOEHLUMANbHOCTM yaanuTe KoMno-
HeHT OpenOffice "CpeactBo BbICTPOro 3amycka" unm nocrne Kaxgoro 3aKpbITUs NMPUIOXEHUS C MOBbILIEHHBIM YPOBHEM KOH(N-
AEHLManbHOCTI MCronb3yiTe komaHay "Bbixog u3 6biCTporo 3anycka” B MEHIO Sipfiblka NPUNOXKEHUs B CUCTEMHOM obnacTy
MaHenw 3agay.

3.3. LibreOffice

57. ObecneumBaeTcs COBMECTMMOCTb CO Cneayowmmmn Bepcusimm naketa LibreOffice:
e 5.3.0;
e 5.0.4;
e 4.3.0.

4. NMpoaykTbl komnaHun Adobe Systems

4.1. Adobe Reader un Adobe Acrobat

58. Ob6ecneunBaeTcss COBMECTUMOCTb CO C/EAYIOLWMMU PYCCKMMU U aHINMACKUMWN BEPCUSIMU MPUSTOXKEHUS
Adobe Reader (c yueToM 0COBEHHOCTEN, U3NMOXEHHbBIX HUXE):

e DC (15.0);
e 11.0.0;

e 10.1.8;

e 10.1.7;

e 10.1.0;

e 10.0.0;

e 9.5

59. ObecneurBaeTcs COBMECTMMOCTb CO CleaylwuMn BepcusiMm naketa Adobe Acrobat Pro (c yuyetom
0COb6eHHOCTEN, N3NOXKEHHbIX HUXE):

o 11;
e 10.

60. Ecnn B npunoxeHun Adobe Reader feiicTByeT 3aluMileHHbIn pexnm npu 3anycke (Protected Mode
at startup), npossnsawTca cnegyrowne ocobeHHOCTH:

e paboTta c PDF-goKyMeHTaMM MOXeT He MNOAAEPXMBATbCS B HEKOTOPbIX BEPCUSX OMNepaLMOHHbIX
cUcCTeM;

e HEBO3MOXHO BbIMOJHUTb KONMPOBaHMe nHdopMaumm M3 n3onmpoBaHHoro npouecca Adobe Reader
B 3TOT )€ NpoLecc;

e PV OTKPbITUM MOMb30BaTENEM KOH(PUAEHUMANBHOrO AOKYMEHTA 3anpoc Ha MOBbIWEHWE YPOBHS
KOHDUAEHLMANBHOCTM NPUIOXKEHUS BbIBOAUTCA ABaxabl. MpuyeM B Bepcumn Adobe Reader 11 o6a
3anpoca BbIBOASATCSA MpU OTKPbITUM AOKYMEHTa, a B Bepcun 10 NepBblit 3anpoc Npu OTKPbITUKN 40~
KyMeHTa, BTOPOl — Mpu 3aKpbITUK;

e [PV BKJIIOYEHHOM peXMME KOHTPOJIS NMOTOKOB MepBbii 3anyck npunoxenus Adobe Reader Bepcumn
11.0.0 HY>XXHO BbIMONHUTL B HEKOHdMAeHUNaNnbHOM ceccumn. MHaue npu pabote B KOHpMAEHLM-
aNbHbIX CECCUSAX MOFYT BO3HMKaTb COOM NMpu neyaTn AOKYMEHTOB;
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e [pWU BK/OYEHHOM peXMMe KOHTPONsS MOTOKOB B npunoxeHun Adobe Reader Bepcuum 10.0.0 He
noaAep>XXMBaeTCs rneyaTb AOKYMEHTOB, @ TakXe BO3MOXHbl C60M Npu 3anycke NpuUioXeHus.

PexomeHpaumm: 3alumILEHHBIN PEXUM MOXHO OTKIHOYUTB B JMaroroBOM OKHE HaCTPOKM CBOACTB NpunoxeHus. [ins Bbi3oBa
[VanoroBoro OkHa WCrMonb3yMTe COOTBETCTBYIOLLYIO KOMaHLY MEHIO B 3aBUCUMOCTM OT BEPCUM M NMOKANMU3aLmMn NpUOXKeHUs
(Hanpumep, "PenaktupoBanue | YcraHosku" unn "Edit | Preferences”). B ananoroBom okHe nepeiigute K pasgeny, B KOTOPOM
npencTaeneH napameTp "BkniounTb 3alumLieHHbIR pexum npu 3anycke” ("Enable Protected Mode at startup”) u yganute otmer-
Ky 13 3TOrO Monsi. YkasaHHbIi napameTp MOXET ObITb NMPeACTaBeH, B 3aBUCUMOCTY OT BEPCUM 1 NIOKANN3aLMKN NPUIOXEHNS, B
pasgene "3awuTa (noBbileHHbIA ypoBeHb)" ("Security (Enhanced)") unu "OctoeHele" ("General”). Mocne oTknioueHns pexuma
nepesanycTuTe NpUIoXKeHue.

61. B npunoxeHun Adobe Reader npu paboTte B KOHGUAEHUMANBHOM CECCUM HE CeAyeT BHOCUTb U3MeEHe-
HUS B OTKPbITbIN HEKOHMUAEHUMANbHbBIA (hann, KOTOpPbIA pacrnosioXXeH B HEKOH(MUAEHUMAbHOM KaTanore.
MHa4ye npu nonbITKe COXpaHeHMsa uaMeHeHunn dann 6yaeT yaaneH B UCXOAHOM pa3MeLLeHUn U nepeMelleH
BO BPEMEHHbIN KaTanor (Npu 3TOM B XypHane 6yayT coxXxpaHeHbl cBeAeHns 06 3ToM cobbiTum).

62. B npunoxeHun Adobe Reader Bepcun 10.0.0 npu BKIOYEHHOM peEXMME MapKMPOBKM C paclUMpeH-
HOM o6paboTkon neyaTb ABYX Uan 6onee CTpaHUL Ha JINCTE B HEKOTOPbLIX Cly4vasX BbIMNONHAETCA HEKOP-
peKTHO — OpMeHTauns CTpaHWL MOXET He COOTBETCTBOBATb 3aaHHbIM NapaMeTpam.

PexomeHpaumu: YcTaHoBuTe 6onee HOBYHO Bepcyto nporpammbl (Hanpumep, Adobe Reader Bepcim 11).

63. Ha koMnbloTepe noj ynpasneHneMm 32-paspsaaHoit Bepcun OC B npunoxxeHnsax Adobe Reader n Ac-
robat Pro Bepcuit 10, 11 MoOryT BO3HMKaTb OWWBKM Nepepacxoda naMmaTu npu nonbiTke cosgaHns XPS-
¢darnoB c NnoMoLWbl CcpeacTsa 3anncn (BUpTyanbHOro npuHtepa) Microsoft XPS Document Writer. Owmn6-
KW BO3HMKAKT npu obpabotke 6onblumnx gokymeHToB — nopsaka 100 ctpaHuy n 6onee.

4.2. Adobe Photoshop

64. ObecneunBaeTcss COBMECTUMOCTb CO C/eayoWwmMMm Bepcuammn naketa Adobe Photoshop:
e (CC2014.0.0;
e CS6;
e CS5.1.

5. Cucrembl BUpTYyanusauum

5.1. O6bwee

65. MexaHu3sM 3awmThl "[loBepeHHasa cpeaa" ns coctaBa knuveHTa Secret Net Studio He dyHKUMOHUPYET
B BUPTYyasibHOW cpefe. He nbiTailTech BKAOYATb 3TOT MEXAHW3M Ha BUPTYasbHbIX MallMHax sboro Tuna.

5.2. Citrix

66. ObecneunBaeTcs COBMECTUMOCTb CO cneaytowmmm sepcmsimu MO Citrix (c yueToM ocobeHHocCTel, 13-
JNIOXKEHHbIX HUXe):

e Citrix XenApp 7.12, 7.15;
e Citrix XenDesktop 7.12, 7.15;
e Citrix PVD.

67. Mpw Hanuumm Ha komnbioTepe MO Citrix (yctaHoBneH areHT VDA n3 coctaBa komnoHeHToB Citrix)
Apansep-@unbTp yCcTpoucTB cuctembl Secret Net Studio aBTOMaTMuyeckn NepeBOAUTCSH B PEXUM COBMe-
CTMMOCTU ANS KOPPEKTHOM accouuaummn dpusndecknx n normdeckmx USB-aunckos. [NepBoe BkJOYEHME
3TOro pexwuma conposoxgaetcs cpabatbiBaHMeM YHKLMOHANbHOMO KOHTPOAsS BO BpeMs 3arpy3km OC ¢
coobleHMeM O HapylweHun KoHdurypaumm cpegpl. Ansa nponomxkeHus paboTtel Heob6xoamMMo nepesarpy-
3uTb KoMnbloTep. CpabaTtbiBaHne GYHKLUMOHANBbHONO KOHTPO/S MPOMCXOAMT OAHOKPATHO, M cneayrowme
3arpy3Kku BbIMOIHAIOTCA LWITATHO C AEWCTBYIOWMM PEXMMOM COBMECTUMOCTU. Takxke B cny4vae yganeHus
yKasaHHoro komnoHeHTta MO Citrix oTko4aeTcs pexum coBMmectumocTn B Secret Net Studio, yuto aHano-
rMYHO NPUBOAMUT K OAHOKPATHOMY cpabaTbiBaHUIO PYHKLMOHANBLHOIO KOHTPOA NpW Cneaytowen 3arpyske.

68. B MO Citrix ncnonb3oBaHWe yCTPONCTB Ha KOMMbIOTEPAX-KIIMEHTAX MOXET 6bITb peasn3oBaHo B ABYX
BapunaHTax: 1) obuwee nepeHanpasneHue USB-yctpoicte (generic USB redirection), npumeHsemoe B
npoaykte XenDesktop; u 2) nepeHanpaBneHue yepes BUpPTyanbHble KaHanbl (virtual channels), npume-
Hsemoe B npoayktax XenDesktop n XenApp. MNMpu coBmectHol pabote ¢ MO Citrix B cucteme Secret Net
Studio obecneunBaeTcsa NOMHOUEHHbIN KOHTPO/b TONbKO A5 YCTPONCTB, NOAKIHOYEHHbIX K BUPTYasibHOMY
pabouemMy cTOoNy B MEpBOM BapumaHTe — TaK KakK B 3TOM CJlyyae YCTPOMCTBO "nmepenogknto4vaeTrcsa" K cu-
cTeMe, ANS Hero yCTaHaB/IMBAKOTCA COOTBETCTBYIOLWME ApaliBepbl U Np. [Ans yCTPONCTB, NepeHanpasse-
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MbIX Yyepe3 BMpTyasibHble KaHanbl, He06X0AMMO UCMONb30BaTh CPeACTBa KOHTPOAS U 6N10KMPOBKN B MONM-
Tukax 6e3onacHoctu Citrix.

Mpumevanue: BapuaHT obuiero nepeHanpaenerus USB-yctpoicts Citrix He noaaepxmBaeTcs Ans YCTPONCTB, MOLAKITHYEHHbIX
k noptam USB 3.0. Kpome Toro, Ans HEKOTOPbIX KNAccoB YCTPOWUCTB TaKoW TN NepeHanpaBneHms OTKMOYEH Mo yMmonyaHmio. B
BapuaHTe NepeHanpaBrneHns Yepes BUPTYanbHbIE KaHambl HyHO Y4WTbIBaTb, YTO €CMIM AMs YCTPOICTBA He NMpeayCMOTPEHO
MCMONb30BaHINe BUPTYarbHOO KaHara, CUCTEMa BbIMONHAET NepeHanpaBiieHye 3Toro YCTPOMCTBa NePBLIM CNocoboMm.

PekomeHpaumu: lNpn HeobxogumocTu obecneunTs KOHTPOMb yeTporcTs cpencteamu Secret Net Studio HacTpoitte napameTpel
nepeHanpasneHuss B nonutukax Citrix. CeegeHns o monmutikax cm. http://support.citrix.com/proddocs/topic/xenapp-xendesktop-
76/xad-policies-article.html.  Ceemennss 0 KoHGMrypupoBaHuM — obujero  nepeHanpaenenuss  USB-yctpoilctB  cm.
http://support.citrix.com/article/CTX137939. OcHoBHbIe MapaMeTpbl, OnpeaensioLLye NepeHanpaBneHne YCTPOMCTB:

e ans USB-ycrpoiicTs:

Client USB device redirection

Client USB device redirection rules

Client USB plug and play device redirection
e [1191 APYIWX YCTPOWACTB:

Client COM port redirection

Client LPT port redirection

Client Drive redirection

69. Ha komnbloTepe noa ynpasneHueMm HecepsepHoi Bepcun OC (Windows 7/8/10), KOTOpbIit UCNOMb3Y-
eTca ANns NpeaocTaBneHns BUpPTYanbHbIX pabounx ctonos (XenDesktop) nnu npunoxenun (XenApp), NO Cit-
rix peanusyeTr o0cobbii nopsaok paboTbl C ceccussMM Mofb3oBaTenen npu cos3daHum MNoAakItoYeHuin. U3-3a
3TOr0 BO3MOXHbI CUTYauUMKW 3aUMKIMBAHUA UM BNOKMPOBKN CECCUI B CIEAYIOLMX CyYasX:

e €CNN BKJ/IOYEH PEXMM KOHTPONS MOTOKOB KOHMUAEHUNaNnbHON MHGOpMaLum C napaMmeTpoMm "CTpo-
A KOHTPOJIb TEPMUHANBHBIX MOAKKYEHNIA" N BXOA BbINOSHSAETCS C KOMMbloTepa, Ha KOTOPOM He
BKJ/TIOMEH PEXMM KOHTPOS NOTOKOB;

° €Ccnu nokasnbHO BO306HOBNSIETCA npepBaHHasaA CeECCUA NOJSIb30OBaTeENA.
PexomeHpaumm: KoppekTHoe B3aMmoaencTame ¢ MexaHusmoMm 3awmtbl Bxoga Secret Net Studio o6ecneumnsaetcs, ecnu ans

BUpTYyanu3auum pabounx CTONOB W NPUMOKEHWIA UCTIONb3YIOTCS KOMMBIOTEPLI NOZ YNpaBneHnem cepeepHbix Bepcuii OC (Win-
dows Server 2008/2012).

70. 3awwnTa cepsepa npunoxeHuin Citrix XenApp obecrneunBaeTcs co cneayomnmMm oco6eHHOCTSIMN

e [Ina KoppekTHOM paboTbl NOACMCTEMbI KOHTPONSA nevyaTn OTKA4YuTe HacTponky "Isolate Applica-
tion" ans ony6nmMKoBaHHbIX MPUIOXEHUN.

e Peructpauusi neyatum LOKYMEHTOB U3 OMy6/MKOBAHHbLIX MPUIOXEHMUI OCYLLECTBIISIETCS Ha CepBepe
NPUIOXeHWA (B TOM YnCe U NPWU UCNOSIb30BaHUK JIOKAIbHOMO NPUHTEPA Ha KOMMbOTEpe—K/IMEHTE).

e [nA koppekTHON paboTbl C KOHPUAEHUMaNbHbIMKU AOKYMEHTaMW OTK/IOUYMTE BO3MOXHOCTb MC-
NOAb30BAHMSA NOKaNbHbIX AUCKOB KOMMblOTEpa (KAMeHTa) Ana onybaMKoBaHHbIX NPUNOXEHWUIA.

e [lpy mncnonb3oBaHMM MexaHU3Ma [MOSIHOMOYHOIO YrpasieHUsA [OCTYNOM B pPEeXWUME KOHTPONS
MOTOKOB C BKJIIOYEHHbIM [AOMNOJIHUTENbHbIM MapaMeTpoM "CTporui KOHTPOSb TEpPMUHAasbHbIX
noaknto4eHnn" pana  TepMUHANbHOrO BXoAa B KOHMUMAEHUMANbHBIX CECCUSIX He cnepyeTt
MCroNb30BaTh YUYETHYIO 3anncb agMmnHuctpaTtopa Citrix.

e [ndA paboTbl B KOHDMAEHUNANBHBIX CECCUAX HA TEPMUHAMbHBIX KIMEHTaX HeobxoAMMO HaCTpoUTb
nepeHanpasneHve BbiBOAa Ana  katanoros:  \AppData\local\microsoft\windows\wer\erc,
\AppData\Roaming\Citrix\PNAgent n \AppData\Roaming\ICAClient.

5.3. VMware

71. ObecneunBaeTcss COBMECTUMOCTb CO creaywmmm Bepcuammu MO VMware (C y4eToM 0CO6eHHOCTEN,
N3/T0XEHHbIX HUXE):

e VMware Workstation 12, 11 (Bknto4as BapmaHTbl Pro u Player);
e VMware ESXi 6.0, 5.5;

e VMware Horizon 7.
72. MNpu paboTe c BUPTyalnbHbIMK MallMHaMM Ha 6a3e VMware BO3MOXHa CUTyauus, Korga BUpTyanbHoe
YCTPOMCTBO He OTnpaBnsieT yBeaoMSeHMe 06 M3MEeHEeHWM CBOero cocTosHus. M3-3a 3Toro B Aepese

YCTPOWCTB MOXET oTobpaxaTtbCa ycTapeBwas WHdbopMaums o6 yCTpoMcTBe, M B XypHane Secret
Net Studio He perncTpupyeTcsa cooTBeTCTBYlOLEe CObbITHE.

PekomeHpauuu: [ns uckrnioueHns nogobHOro noBeaeH!st B KOHUIypaLMOHHbIiA ¢hain BUPTYanbHOM MallnHbl JobaBbTe na-
pameTp usb.EnablePnpMgr = "TRUE".
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5.4. Microsoft

73. Ob6ecneuymBaeTCcs COBMECTMMOCTb CO CNeAYWMMN BEPCUSIMU CUCTEMbI BUPTYyanu3aumm Hyper-V:
e Hyper-V Server 2016 (a Takxe kak posib Hyper-V B OC Windows Server 2016);
e Hyper-V Server 2012 R2 (a Takxe kak posnb Hyper-V B OC Windows Server 2012 R2);
e Hyper-V Server 2012 (a Takxe kak posb Hyper-V B OC Windows Server 2012).

5.5. Oracle

74. He noanepxwuBaeTcs coBMecTHas paboTa ¢ nporpamMMHbIM npoaykToM Oracle VM VirtualBox. B faHHOM
npoAyKTe ANS NPUIOXEHUIN B paMKax BUPTYaslbHOM MallMHbl 610KMPYyETCS BO3MOXHOCTb KOHTPO/S BbINOSI-
HSEeMbIX ornepauui, YTO NPMBOAMT K HEBO3MOXHOCTN 0becneunTb He06X0AMMbIN YpoBEHb 6€30MacHOCTU.

6. Mpuno>xeHua ansa 3alWlMLLEHHOro cetesoro obmeHa

6.1. ViPNet Client

75. ObecneumBaeTcs COBMECTMMOCTb cO cneayowmnmm sepcusammn MO ViPNet Client:

e 4.2;
e 3.2.

76. [Onsa koppekTHoro dyHkumoHnpoaHusa MO ViPNet Client npu paboTe B KoHdUAEHLUMANbHBIX CECCUAX
HeobxoANMO BbINONHUTL Crieaytolme AencTBus:

e Ecnun npunoxeHue KNmMeHTa No4yTtoBol cuctembl n3 coctaa MO ViPNet Client paHee He ucnonb3o-
BasioCb, BbIMNOJIHUTE €ro 3anyCck B HeKOHdMAEeHUMaNbHOMW ceccunm u oTnpasbTe ntoboe nodTosoe
coobleHune.

e B nporpaMMe HacTpOWMKW MOACUCTEMbI MOSTHOMOYHOMO YNpaBAEHUSI AOCTYMNOM BbIMOJHUTE cneay-
lowue aencTems:

e OTKIOUYUTE perncrpaunto cobbiTnii obpaweHns kK log-darnam MO ViPNet Client. nsa atoro B
cnncok pasaena "BpydHyto | O6bwme | CobbiTna" nobaBbTe cneayowme CTPOKK:
\infotecs\vipnet client\cryptapi.log
\infotecs\vipnet client\iplircontrol.log
\infotecs\vipnet client\Monitor.log
\infotecs\vipnet client\Monitori.log
\infotecs\vipnet client\rfacnmgr.log
\infotecs\vipnet client\rfmgr.log
\infotecs\vipnet client\rfmgrui.log

e B knwoue cucremHoro peectpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3panTe napameTp ProcNotUpFile Tvna REG_MULTI_SZ (ecnwv Takol napamMeTp OTCYTCTBYET) U A0-
6aBbTe B CMMCOK 3HA4YeHW 3TOro NapaMeTpa creayroluime CTpOKu:

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplir.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplirmain.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\mftp.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\rf.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\wmail.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\ab.hst
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\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\shared.cfg

Mpumeyanue: Mpumepsbl NyTen npueseHsl Ans cnyyas, ecnu MO ycTaHOBMEHO B KaTanor no ymonyaHuio. HavanbHas JacTb
nytn \Device\HarddiskVolume2\ yka3sbiBaeT Ha cuctemHblit auck C:\. MyTb k ucnonHsembim chainam B aHHOM dopmate npu-
BoAMTCS B 3anmcsx xypHana Secret Net Studio — B AONOnHUTENbHbIX OMMCaHUSX coBbITUA kKaTeropun "TTIONMHOMOYHOe YnpaB-
neHve goctynom".

7. KpunTonpoBanaepsbl

7.1. Kpunrollpo CSP

77. ObecneumBaeTcs COBMECTUMOCTb CO cneaywmummn sepcnsimm CK3U "Kpuntolpo CSP":
e 5.0;
e 4.0;
e 3.9;
e 3.6 R3 (cbopka 3.6.7491).

78. Mpwu coBMecTHOI paboTte ¢ MO "KpunTolpo" Heob6xoAnMMO ycTaHaBnNuBaTb ApaliBepbl U NpPorpaMMHoe
obecneyeHne ansa paboTbl nepcoHanbHbIX MaeHTUdUKaTopos (Hanpumep, eToken munu Rutoken) nocne
yctaHoBku MO "Kpuntolpo". Ecnn cpeactBa noaaepXKu NepcoHanbHbIX MAEHTUdUMKATOPOB ObiNKM yCTa-
HOBJeHbl paHee, nocne yctaHosku MO "KpunTtollpo" UX HY>HO nepeycTaHOBUTD.

79. He noppepxuBaetca coBMecTHass pabota c¢ CK3UM "Kpuntolpo CSP" Bepcum 3.6 R4 (c6opka
3.6.7777). MpuunHon cboeB ABNSAETCA BHYTPEHHAS 0CO6eHHOCTb yHKUMoHMpoBaHna CK3U ykasaHHOM
Bepcuu.

PekomeHgauuu: Vicnonsayite CK3M "Kpuntolpo CSP" Bepcuin 3.6 R3 unn 3.9 v Bbiwe.

7.2. ViPNet CSP

80. Ecnn Ha komnbloTepe yctaHoBneHo MO "ViPNet CSP" u "Kpuntolpo CSP", peXuM COBMECTMMOCTU C
Microsoft CryptoAPI gonyeH 6biTb BKJIIOYEH TOJSIbKO B OAHOM W3 3TUX MPOAYKTOB. MIHauye MoryT nepuoam-
Yeckn BO3HMKaTb cbom paboTbl cuctembl. CBeAeHUs O HaCTpoMKe COBMeCTHOM paboTbl MPOAYKTOB CM. B
AokyMeHTauum Ha MO "ViPNet CSP". Mpwu ycTtaHoBKe knueHTa Secret Net Studio aBToMaTnuecku npose-
psietcsa Hanuume MO "ViPNet CSP" n "KpunTtollpo CSP", n B cnyyae obHapyxeHuss HecTabunbHOW KOHDU-
rypaumMm ycTaHOBKa MpepbiBaeTCcs C BblAayeln COOTBETCTByloWero coobuweHusa. Ecnm ykasaHHoe [0
yCTaHaBNMBaeTCA MNoOC/e YCTaHOBKM KJIMEHTA, pPEeKOMeHAyeTCs CHavana ycTtaHoBuTb npoaykT "ViPNet
CSP", zatem "Kpuntollpo CSP" n nocse 3Toro HaCTpouTb NX COBMECTHYI paboTy.

8. NMporpammsbl wuncpoBaHnAa AaHHbIX

8.1. TrueCrypt

81. ObecneunBaeTtcs coBMecTMMOCTb € MO wndpoBaHua gaHHbix TrueCrypt Bepcum 7.1.

8.2. CKAL "Curnarypa"

82. Mpu coeMecTHOl paboTe ¢ CK3W CKAL "CurHaTypa" Ha KomnbloTepe noa ynpasneHuem OC Win-
dows Vista moxeTt 6noknpoBaTbcs 3anyck 6pay3epa Internet Explorer.

PexomeHpaumm: O6HoBITE Bpay3ep 40 MakcuManbHO BoamoxHon Bepcin. B OC Windows Vista nogaepixusaetcs ycTaHoBka
po Bepcun Internet Explorer 9.

9. Bpay3epbl

9.1. O6wee

83. MexaHun3M koHTponsa ckpuntoB C3U Secret Net Studio KOHTpoONMPYeET BbINOSIHEHWE CLiEHapueB, CO-
34aHHbIX N0 TexHonormm Active Scripts. Ecnu npunoxeHue ncnonb3yeTt ApYyryro TEXHONOrn ob6paboTkum
cueHapues (Hanpumep, 6pay3ep Mozilla Firefox), B 3TOM npunoxeHun nepexsaT CLEHapuWeB He OcCy-
LecTBnseTcs.
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84. l13-3a ocobeHHoCTeN (HOPMUPOBAHUS M 3arpy3ku CLEHapuMeB Ha MHOMUX MOMYJNSiPHbIX WUHTEpPHET-
pecypcax MpoOMCXOAUT aBToOMaTuyeckass MoaMdMKauus OAHMX U Tex Xe cueHapueB npu obpalleHusx K
paHee 3arpy>eHHbIM CTpaHuLuaM. OTO NpMBOAUT K HEBO3MOXHOCTU MOSIHOLEHHOI0 KOHTPONS UCMOJIHEHMUS
cueHapueB (ckpunToB) B Bpay3epe — MOCKONbKY OBHOBMSieMble CLEHapuu npu 3arpyske CTpaHuL BOC-
NMPUHMMAIOTCS Kak HEM3BECTHbIE, N CUCTEMa PErmCTPUPYET COOTBETCTBYIOWMNE COObITUSA B XypHane.

PekomeHpauuu: Ecnu bpaysep (Hanpumep, Internet Explorer) ucnons3yetcs ans 3arpy3ski 1 npocMoTpa CTpaHuL, 13 MHTEpHe-
Ta, BKIIOYUTE ANS UCNOMHAEMOrO dhaitna 3Toro npoLecca YHKLMK UCKMIOYEHNS KOHTPONS CKpUNTOB. 151 9TOro 0TMETbTE A0-
NOMHWUTENbHBIN NapaMeTp "PaspeLLeHo BbINOMHATL NMtobble CKpUNThI" B Auanore HaCTPOMKK napamMeTpoB pecypca.

9.2.

Google Chrome

85. ObecneunBaeTcs COBMECTUMOCTb C 6pay3epoM Google Chrome Bepcum 32 u Bbille.

9.3.

Internet Explorer

86. ObecneunBaeTcss COBMECTUMOCTb C 6pay3epoM Internet Explorer Bepcun 6 1 Bbille.

9.4.

Mozilla Firefox

87. ObecneunBaeTcss COBMECTUMOCTb C 6pay3epoM Mozilla Firefox Bepcumn 26 1 Bbile (C y4eToM 06LUX
ocobeHHOCTEN ncnonb3oBaHus 6paysepos).

9.5.

Opera

88. ObecneunBaeTcs coBMecTMMOCTb C Hpay3epom Opera Bepcumn 18 1 Bbiwwe.

10. Cucremsl dABTOMAaTU3UPOBAHHOIOo NPpoOoeKTnposaHums

10.1. AutoCAD

89. Ob6ecneumBaeTcs COBMECTMMOCTb CO ClieayolwmnmMmm sepcusammn naketa AutoCAD:

2017;
2015;
2014;
2013;
2010.

90. [ns KoppeKkTHOro ¢yHkuMoHupoBaHus MO AutoCAD 2014/2015 npu paboTe B KOHbOUAEHUMANBHbIX
ceccmsx HeobxoanMO BbINONHUTL Cneaylowme AeCTBUS:

Ecnu npunoxeHune HU paly He 3amnycKanocb, BbiNoAHMUTE nepBbii 3anyck MO AutoCAD B HEKOH-
dbunaeHumanbHoOM ceccuu.

B nporpamMme HacTpoWKkM MOACUCTEMbI MOSTHOMOYHOIO YMpaBsieHUS AOCTYMNOM BK/OUUTE PEXUM
aBTOMaTM4eCKOM HacTponku Ans snemeHTa AutoCAD 2014 B cnucke npunoxeHun (pasgen "Bpyu-
Hyto | Mporpammbl"). 3aTeM 3anycTMTe aBTOMATM4YECKY0 HACTPOMKY CUCTEMbI C TEKYLLMMWN 3Ha4e-
HUSIMM NapameTpoB (pa3aen "ABToMaTuyeckun").

B kntoue cuctemHoro peectpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-

3panTe napameTp ProcNotUpFile Tvna REG_MULTI_SZ (ecnu Takon napaMeTp OTCYTCTBYET) U [0-

6aBbTe B CNMCOK 3HAUYEHUIM 3TOrO NMapamMmeTpa creayrowme CTPoKU:

e \Device\HarddiskVolume2\Program Files\Autodesk\AutoCAD <Homep_Bepcuun_Il10>\acad.exe
::C:\Users\All Users\FLEXnet\adskflex_<+Homep_B_gavine_nueH3un>.data

e \Device\HarddiskVolume2\Program Files\Autodesk\AutoCAD <Homep_Bepcuun_Il10>\acad.exe
::C:\Users\All Users\FLEXnet\adskflex_<+Homep_B_gavine_nnyeH3amn>.data_backup.001

e \Device\HarddiskVolume2\Program Files\Common Files\Autodesk Shared\AdLM\R7\LMU.exe
::C:\Users\All Users\FLEXnet\adskflex_<+Homep_B_¢avine_nueH3nn>.data

e \Device\HarddiskVolume2\Program Files\Common Files\Autodesk Shared\AdLM\R7\LMU.exe
::C:\Users\All Users\FLEXnet\adskflex_<Homep_B_¢arine_nuyeHsnn>.data_backup.001

Mpumevanue: MpuMeptbl NyTeit NpuBeaeHbl Ans cnyyas, ecnv MO ycTaHOBMEHO B KaTanor No yMOonyaHuio. HavanbHas YacTb
nytn \Device\HarddiskVolume2\ yka3sbiBaeT Ha cuctemHblit auck C:\. IMyTb k ucnonHsiembim chaitnam B faHHOM dopmate npu-
BoauTCs B 3anmcsx xypHana Secret Net Studio — B ononHUTeNbHbIX onUcaHusX cobbiTuin kaTeropuu "TONHOMOYHOE ynpas-
neHve goctynom".
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91. [ns koppekTHoro gyHkunoHuposaHus MO AutoCAD 2010 npu paboTe B KOHpUAEHLMANbHbLIX CECCU-
AX He06X0AMMO BbINOHUTL Cneayolne AeiCTBUS:

B nporpamme HacCTpOWKW MOACMCTEMbI MOSIHOMOYHOrO ynpaBneHus AoCTynoM aobaBbTe B CMMCOK
nyTen ans nepeHanpasneHus BbiBoga (pasaen "BpydHyto | Obwune | NepeHanpaBneHne") cneay-
owme nyTm:

e \AppData\Local\Autodesk\AutoCAD 2010
e \AppData\Roaming\Autodesk\AutoCAD 2010
e 9%AllUsersProfile%\Autodesk\AutoCAD 2010

3aTteM B MporpaMMe HaCTPOMKM 3anyCcTUTE aBTOMAaTUYECKYH HACTPOMKY CUCTEMbI C TEKYLLMMMU
3HayeHMsMM napameTpoB (pa3aen "ABToMaTuyeckn").

e B knwoue cuctemHoro peecrtpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3panTe napameTtp ProcNotUpFile Tyna REG_MULTI_SZ (ecnu Takol napaMeTp OTCYTCTBYET) U
[obaBbTe B CMMCOK 3HAYEHWIA 3TOrO NapaMeTpa creayLime CTpOKu:

e \Device\HarddiskVolume2\Program Files\AutoCAD 2010\acad.exe::C:\ProgramData\FLEXnet\
adskflex_00691b00_tsf.data

e \Device\HarddiskVolume2\Program Files\Common Files\Autodesk Shared\AdLM\R1\LMU.exe::
C:\ProgramData\FLEXnet\adskflex_00691b00_tsf.data

Mpumeyanue: Mpumepsbl NyTen npuegeHsl Ans cnyyas, ecnu MO ycTaHOBMEHO B KaTanor no ymonyaHuio. HavanbHas vacTb
nyt1 \Device\HarddiskVolume2\ ykasbisaeT Ha cuctemHbin guck C:\. MyTb k ncnonHsembiM daiinam B gaHHOM dopmarte npu-
BoauTcs B 3anmcsx xypHana Secret Net Studio — B gononHuTenbHbIX onncaHusx cobbituin kateropuu "MonHOMOYHOe ynpas-
neHve goctynom".

11. Cucremsl ynpasneHms 6asamm paHHbIX

11.1. Microsoft Access

92. Mpu BKIOYEHHOM MexaHU3Me 3aTUPaHWUsl AaHHbIX MOXET MPOU3OUTU YHUUTOXEHUE COAEPXKUMOIrO
darinoB 6a3 aaHHbIXx Microsoft Access, ecnu B napaMeTpax AcCesS BKJIOUYEH pexuMm "CxumaTtb nNpu 3a-
KpbITUM". 3TO NpoucxoauT wm3-3a 0cobeHHOCTM npoueaypbl oOxatna dannos B nporpamme Mi-
crosoft Access — npu CkaTuu NporpaMma yaansieT CyWeCcTBYLWmii gann n 3ameHseT ero CxaTbiM.

12. NMporpamMmmMmbl CKaHMpPOBaHMUA U pacno3HaBaHMA

12.1. ABBYY FineReader

93. ObecneuymBaeTCs COBMECTMMOCTb CO ClieAyrLuMn Bepcusimn naketa ABBYY FineReader:

14;
12;
11;
10.

13. FT’eonHcpopMaLMOHHbIE CUCTEMBbI

13.1. Maplinfo

94. [nsa KoppeKTHOro cyHKuUMoHMpoBaHua MO Maplnfo npu pabote B KOHbUAEHUMANBHLIX CECCUAX
Heo6X0AMMO BbIMOMHUTL ClieAylolmne 4eiNcTBUS

B nporpamme HacCTpOMKM MOACUCTEMbI MOTHOMOYHOIMO yrnpaBneHns AOCTynoM gobaBbTe B CMCOK
nyTen ans nepeHanpasneHuns BbiBoga (pa3saen "BpyuHyto | O6bwme | MNepeHanpasBnenue") nyTtu
\MapInfo\MapInfo n \MIPRO. 3aTteM 3anycTuTe aBTOMaTUYECKY HAaCTPOMKY CUCTEMbI C TEKYLLNMMU
3HavyeHnsAMKN napameTpoBs (pasgen "ABToMaTudeckn").

e B kntoye cuctemHoro peecrtpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3panTe napameTtp ProcNotUpFile Tuna REG_MULTI_SZ (ecnu Takol napaMeTp OTCYTCTBYET) U
AobaBbTe B CMMCOK 3HAYEHWUIA 3TOrMO NapaMeTpa creayoLime CTPOKu:

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\ProgramData\
FLEXnet\unisw20_004e4200_tsf.data
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e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\ProgramData\
FLEXnet\unisw20_004e4200_tsf.data_backup.001

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\ProgramData\
FLEXnet\unisw20_004e4200_event.log

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\WINDOWS\
System32\config\SOFTWARE.LOG1

e \Device\HarddiskVolume2\Program Files\MapInfo\Professional\MapInfow.exe::C:\WINDOWS\
System32\config\SOFTWARE

Mpumeyanue: Mpumepsbl MyTen npuegeHsl Ans cnyyas, ecnv MO ycTaHOBMEHO B KaTanor no ymonyaxuio. HavanbHas JacTb
nytn \Device\HarddiskVolume?2\ yka3sbiBaeT Ha cuctemHbliit guck C:\. MyTb K ucnonHseMbimM dainam B AaHHOM opmaTe npu-
BoauTcs B 3anmcsx xypHana Secret Net Studio — B ononHuTenbHbIX onucaHusx cobbituin kateropuu "MonHOMOYHOe ynpas-
neHue goctynom”.

13.2. Panorama

95. PeannsoBaHO KOPpPEKTHOE BbINOJIHEHWE MpoLeAypbl 3aBepLlueHns paboTbl NpU Ucnosib3oBaHun USB-
kntoyven Guardant n NO Panorama € BK/IKOYEHHbIM MEXAHM3MOM KOHTPOS YCTPOMCTB.

13.3.PHOTOMOD

96. PeanunsoBaHa BO3MOXHOCTb MCMonb3oBaHus MO PHOTOMOD npu BKIHOYEHHOM MeXxaHU3Me MOJIHO-
MOYHOrO ynpaBfieHns AOCTYNOM B peXnMe KOHTPOSS NOTOKOB.

14. MNpouee NO

14.1. Docker

97. Secret Net Studio 6nokupyeT paboty MO Docker Bo u3bexaHUe CHUXEHUS YPOBHS 3aLUULLEHHOCTU
CUCTEMBI.

14.2. HP

98. l13-3a ocobeHHocTen peanusaumm MO HP Client Security (npefycTtaHaBivMBaeTcs Ha HEKOTOPbLIX MO-
Aenax KomMnbtoTepos koMmnaHun HP), nocne yctaHoBkn C3U Secret Net Studio HEBO3MOXHO MCNONb30BaTb
61MOMeTpUYEecKyo aBTop13aumio C MCNOJIb30BaHWEM OTMNeYaTKoB NnasnbLeB B yka3aHHoM MO.

14.3."Qoka+"

99. lpu coBMecTHOW paboTe C MeAUUMHCKON MHbOopMaunoHHoW cuctemon "AOKA+" obecneumBaeTcs
3anyck knneHTta "OOKA+" 6e3 BO3HMKHOBEHUS NMPOMEXYTOYHOM OLLNOKN.

14.4. PDF24 Creator

100. MNpu uncnonb3osaHuu MO PDF24 Creator Bepcun 7 U Bbllle MOTyT BO3HWKaTb OWMWMOKM BO BpeMs
npeobpa3oBaHusl 4OKyMeHTOB B popMmaT PDF, cBsSi3aHHble C HEBO3MOXHOCTbLIO 0o6palleHns K BUPTyasbHO-
MY MPUHTEPY NMPUTOXKEHUSA.

PexomeHaaumu: INpn BO3HUKHOBEHNUM OLLMBOK ykaxuTe npuHTep PDF24 PDF B kayecTBe NpuHTEpa N0 YMOMYaHMIo (Ha Bpems
nNpeobpa3oBaHms JOKYMEHTA).

000 "KOA BE3OINACHOCTH"
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